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PREFACE

The first international conference „Challenges to National Defence in Contemporary 
Geopolitical Situation” (CNDCGS-2018) was held during April 25th-27th, 2018 at the 
PABRADE TRAINING AREA, Lithuania. 

The conference was organized by the General Jonas Žemaitis Military Academy of 
Lithuania, Kaunas University of Technology in cooperation with the National Defence 
Foundation and the Lithuanian Riflemen’s Union.

The CNDCGS-2018 brought together practitioners and researchers to discuss 
important issues related to the current and future challenges to Europe defence 
capabilities and helped to collect the great innovative ideas for future developing. Also 
there was made an important contribution to the defence innovation. This conference 
attracted significant attention of the Lithuanian society, and increased the attention 
to the security of the Baltic region of international political community and US and 
European decision makers.

The CNDCGS-2018 aimed at sharing the latest relevant information on the issues 
of national defence in contemporary geopolitical situation. The papers in the Abstracts 
book include the following areas:

•	 Defence Technologies and Aviation
•	 Cyber Threats and Security Issues
•	 Democracy, Contemporary Threats and Warfare
•	 Modern Technologies and Social Sciences
•	 Multi-Criteria Decision-Making
•	 Sustainable Defence Solutions
•	 The Impact of New Defence Technologies on Human
•	 Defence Technologies: Education and Training
•	 Environmental Issues and Modern Technologies
•	 Challenges to Face New Defence Technologies

The primary goal of the CNDCGS-2018 was to present the highest quality research 
results. The key element in achieving it was the evolution and selection procedure 
developed by the Scientific Committee of the conference.

The invitations to the CNDCGS-2018 listed the instructions for preparing reports, 
abstracts, manuscripts and the deadlines. All works presented during conference 
and published in Abstracts book underwent the procedure for submitting proposals, 
including requirements and deadlines, are published at: http://www.lka.lt/lt/moksline-
veikla/konferencijos-ir-seminarai/2017-m._983/tarptautine-moksline-konferencija-
zne8/guidelines-for-abstracts.html

The CNDCGS-2018 participants presented their research results in an extended 
abstract format of 500-1000 words, including references, following the requirements 
that have made the Abstracts a valuable resource of new information which allows 
evaluating the researches of scientists from different countries.

Assoc. Prof. dr. S. Bekesiene
Conference Chair
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Automatic Modulation Recognition Based on  
Artificial Neural Network

Juozas Adamonis, Jonas Matuzas, Gediminas Molis
Baltic Institute of Advanced Technology, Sauletekio al. 15,  LT-10224, Vilnius, Lithuania,

Introduction. For the task of making high-throughput secondary user system that can 
coexist with minimal or no interference with primary user by predicting its channel 
utilization pattern, new and more effective approach for mitigating radio frequency 
interference signals in radio data, comes from using latest advances in deep learning. 
The most prominent techniques include Recurrent Neural Networks (RNN) as well as 
Convolutional Neural Networks (CNN).

When backpropagation was first introduced, its most exciting use was for training 
recurrent neural networks. RNNs process an input sequence one element at a time, 
maintaining in their hidden units a ‘state vector’ that implicitly contains information 
about the history of all the past elements of the sequence. Thanks to advances in their 
architecture and ways of training them, RNN have been found to be very good at 
predicting the next character in the text or the next word in a sequence. Similarly 
they were adapted for the use in cognitive radio for rapid protocol decoding [1] or 
predicting occupation of the spectral channel [2].

Another very attractive deep learning architecture for signal modulation 
recognition in cognitive radio systems is convolutional neural network. CNN layers 
were introduced in [3] to provide an efficient learning method for 2D images. By tying 
adjacent shifts to the same weights together in a way similar to that of a filter sliding 
across an input vector convolutional layers are able to force the learning features 
with an invariance to shifts in the input vector. This technique was adapted for I/Q 
radio signal processing [4, 5]. T. Oshea in [1] even showed, that in signal modulation 
recognition task CNN can outperform standard techniques.
      To demonstrate the concept, we used technique proposed by Oshea at. al. [4] to 
generate synthetic data of various signal modulations. Data set was generated with 
GNU radio, using GNU Radio channel model blocks. In our case we used audio record 
of human  voice to generate 3 analog (WBFM, AM-SSB and AM-DSB) modulations 
and ASCII coded text to generate 8 digital (BPSK, 8PSK, QPSK, 16QAM, 64QAM, 
CPFSK, GFSK and PAM4) modulation signals. The recorded time series were cut into 
128 sample length sections, sampling at 200 kHz rate. Data set was formed of 6000 
sections of 128 samples of every modulation. Also the effects were taken into account 
such as, time varying multi-path fading of the channel impulse response, random walk 
drifting of carrier frequency oscillator and sample time clocks and additive Gaussian 
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white noise. All signals were passed through harsh channel models, which introduce 
unknown scale, translation, dilation, and impulsive noise onto signal.

 
Method of investigation. Modulation classification experiments with previously 

described data sets can be easily performed using modern libraries dedicated for deep 
neural networks, such as tensorflow, caffe or torch. These tools are used to build neural 
networks of desired configuration. System under the investigation was made of two 
convolutional layers and one dense layer accompanied by softmax classifier. The latter 
was used to determine against 11 different analogue and digital signal modulations. 
First convolutional layer was made of 64 filters of dimension 1x5, while second layer 
contained 128 filters of dimensions 2x3, respectively. Finally, dense layer was made of 
128 neurons and all layers had ReLu non-linear activation elements.  

The aforementioned neural network system was compared to the approach having 
pre-processing stage. I/Q signals 2D histogram of 100x100 bins (I values x, and Q- 
values y) was generated. To generate a histogram 2048 points from the signal was used. 

Investigation Results. Modulation recognition task was performed on synthetically 
created data which, included not only modulated signal but fading channel noise 
component as well. The noise to signal level varied from -20 dB to 18 dB. Recorded I/Q 
signal of the form of 2D vector was passed to aforementioned system. After learning 
process, using method proposed by O’Shea at al. we observed maximal prediction 
accuracy of above 85%. The result was obtained using 128 samples. Longer samples 
were also classified, but no significant increase in accuracy was observed.

Using a system with a pre-processing stage, to classify 2D 100x100 grayscale images 
simple CNN was used (multiple 2D 3x3 convolution filters only). Using the particular 
network structure classification  accuracy of 99.82% was achieved when testing with 10 
different modulations dataset.

Conclusions. The following results of our investigation were obtained:

•	 although it is possible to feed a CNN with a signal time series data the pre-
processing stage can improve the classification accuracy significantly.

•	 typically longer time series signal is needed to make a histogram and increase 
the classification accuracy.

Keywords: Convolutional Neural Networks; Recurrent Neural Networks; Automatic 
Modulation Recognition; Cognitive Radio; 
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Consensus in Multiperson Decision Making by  
Neutrosophic Sets

Romualdas Baušysa1, Svajone Bekesiene b

aVilnius Gediminas Technical University, Saulėtekio al. 11, LT-10223 Vilnius,
bThe General Jonas Žemaitis Miltitary Academy of Lithuania, Silo g. 5A, LT-10322 Vilnius

Introduction. The chosen investigations have become currently relevant because the 
leaders in the military organization are usually identified with managerial personnel.  
To be a serviceman (commander, officer) leader in the military means to appropriately 
deal with subordinate soldiers. It means, that military leader have to know and be 
able to inspire soldiers to conduct joint activities (sometimes under very difficult 
environmental conditions) in order to achieve the established objective. The leader’s-
officer’s behavior is appropriate when he is held up as an example to others, not only 
just exercising his powers and giving orders. Although leadership in the military 
organization is usually based on situational leadership and subordinates’ motivation, 
the practical application of leadership theories and leadership itself can be effective 
only if the chosen leadership style and the ways, forms and means of influence are 
suitable to subordinates. The Lithuanian Army seeks to develop a military leadership 
identity as a way to promote mission success. 

It is difficult to obviously identify what leadership is and provide its accurate 
definition, for there is no unique approach towards the notion of leadership. There 
are many skills and features that young officers must obtain and develop to become 
effective military leaders. There are three main characteristics for good military leaders: 
leadership, decision-making and situational awareness. It is, therefore, understandable 
that all militaries are trained to cultivate on these skills.

Some universal theories make the implicit assumption that successful or effective 
leadership does not depend on the characteristics of the situation in which the leader 
operates. Moreover, leadership is invariant within, as well as between, roles. Different 
circumstances encountered by the leader are not necessarily seen as requiring different 
forms of leadership. Because they propose that there exists a “one-best-way” to lead, 
such perspectives attempt to offer universal prescriptions for leadership. 

On the other hand, other methodologies suggest that effective leadership depends 

1 * Corresponding author. 
E-mail address: Romualdas.Bausys@vgtu.lt
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on unambiguous features of the leader’s position as on the originalities of the task as 
on the individualities of followers. These methodologies propose certain situational 
variables. When these variables are evaluated, they provide a situational analysis 
on which leadership recommendations are based. These theories therefore provide 
depending recommendations for leadership. Perspectives vary in the way the leadership 
construct is hypothesized. It is possible to view leadership mainly in terms of relatively 
established and long-term characteristics of people. Leadership can be viewed as a 
quantifiable and measureable property possessed in different amounts by different 
people. This study presents a multi-criteria decision-making (MCDM) framework 
that identifies the effective leadership abilities, which is appreciated by soldiers in the 
Lithuanian Armed Forces.

Method of investigation. From the methodological point of view there was chosen 
the MCDM framework. Formalized representation of problem can be described by 
individual’s behaviour. If we have a set X of individuals which should be evaluated as 
leaders, it means that we’ll have evaluate each of them from point of leader behaviour 
view X={x1, x2, … , xn}. Each individual (element of set X) have to be evaluated by set of 
criteria C={c1(x), c2(x), … , cm(x)} that characterize main leadership qualities.

The general problem consists in ordering elements of set X on the ground of criteria 
c1(x), c2(x), … , cm(x). In other words the problem assumes constructing rating of  x1, x2, 
… , xn. based on scalar multiple – factor estimates formed from  c1(x), c2(x), … , cm(x). 
Particular case of the general problem consists in choosing “best” element of set X, i.e. 
individual with best general level of leader behaviour.

To solve the formulated problem based on the represented theoretical background 
it is necessary to collect all the results of measurement of leadership qualities for all the 
individuals from set X. Utility functions of type (5) for each criterion should be formed 
and calculated for all the elements of set X.

Using available information about relative importance of local criteria one of 
the basic situations about numerical values of weight coefficients wi, i=1, 2, …, n, should 
be chosen. Generalized utility function Ψ(x) calculated according to the situation is 
considered as scalar multiple-factor estimate of each alternative x X∈ . Ψ(x)  is the 
base for constructing rating of individuals x1, x2, … , xn (the general problem) and for 
choice of the individual with best general level of leader behavior.

Conclusions. The results of our investigations show us that:
MCDM methods provide a powerful framework to solve personal leadership 

problems;
Applied neutrosophic set allows to express the vagueness of the initial information 

explicitly;
The presented numerical example shows the applicability and effectiveness of the 

WASPAS-SVNS method.

Keywords: Fuzzy decision making, analytical hierarchy process, outranking 
methods, multi-criteria decision-making, leadership.
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Peace Time Protection Systems Against Unmanned 
Vehicle

Svajone Bekesiene a1, Nikolaj  Dobržinskijb

abThe General Jonas Žemaitis Miltitary Academy of Lithuania, Silo g. 5A, LT-10322 Vilnius,

Introduction. The chosen investigations have become currently relevant because the 
activity of unmanned aerial vehicles (drones) in the world is increasing during last 10 
years. The unmanned aerial vehicles are one of the fasters growing and most exciting 
technologies anywhere in the world. There are many companies that predict the UAVs 
market variations. These companies for market analysis used the different sources of 
information and methodologies, but their forecast analysis proves that the market of 
the UAVs is growing [1]. More than eighty countries produced the unmanned aerial 
vehicles for the different purposes, but there are only about twenty five countries which 
producing military UAVs [2]. 

The challenges of detecting low, slow, and small (LSS) unmanned aerial vehicles 
(UAVs) becoming an important capability for the maintenance of security. Consumer 
grade LSS UAVs are becoming increasingly complex, and represent a diverse new threat 
which must be addressed by physical security systems of the future. The conclusion 
drawn from internal discussions and external reports is the following; detection of 
LSS UAVs is a challenging problem that cannot be achieved with a single detection 
modality for all potential targets. Classification of LSS UAVs, especially classification 
in the presence of background clutter (e.g., urban environment) or other non-threating 
targets (e.g., birds), is under-explored. Though information of available technologies is 
sparse, many of the existing options for UAVs detection appear to be in their infancy 
(when compared to more established ground-based air defence systems for larger 
and/or faster threats). Companies currently providing or developing technologies 
to combat the UAVs safety and security problem are certainly worth investigating, 
however, no company has provided the statistical evidence necessary to support robust 
detection, identification, and/or neutralization of LSS UAVs targets. Military conflict in 
Ukraine has shown the growing use of such aircraft in military and civil conflicts. Due 
to the capabilities and size of various drones, their shoot down has become difficult. 
Units of the Lithuanian Armed Forces, military exercises, the military equipment of 
Lithuania and its NATO allies attract more and more attention from the people. Such 

1 * Corresponding author. Tel.: 370-6-86-48-000
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factors have led to the intensive use of drones over military areas and other restricted 
areas. Airborne threats coming from the drones have revealed a security loophole in 
the Lithuanian Armed Forces. However, Lithuanian Armed forces do not have any 
security measures that can effectively fight against hostile drones.  In this reason 
conducted analysis deals with the dangers of the drones: a threat analysis and its types. 
The protection methods were raised by the Ministry of National Defense (MND). The 
following combat concept developed by MND was chosen as background for on how 
to combat the unmanned aerial vehicles (drones). The MND concept has three combat 
modules: 

Module I – Detection. The first there are necessary to collect of some 
phenomenological information captured by a sensor.

Module II - Identification / Tracking. The received data in the detection phase 
analysis, with the goal being to separate real targets from highly clustered, noisy 
background data. This step of analysis is performed solely by a human.

Module III - Neutralization. Once a target is positively identified in the previous 
step, additional action must be taken to deny mission success, including the potential 
for target neutralization.An overview of detection methods, drone neutralization 
options, specific blocked frequencies, and the main weapon - the jammer.

Ultimately, the appropriateness of the methods for qualification or neutralization 
of LSS UAVs targets within the wanted setting is what will order their use and/or 
implementation in future ground based aerial defence systems or LSS UAVs qualification 
systems. We have not to forget, that the use of UAVs ammunitions and missiles for 
security or safety protection is obviously not ideal in a heavily populated civilian 
environment. On the other hand, these methods may be appropriate for engaging 
targets on a hostile battlefield. The decision for use of such devices must be heavily 
influenced by the inherent risks in each (e.g. collateral damage or ineffectiveness), and 
whether the consequences of those risks are determined to be acceptable.

Method of investigation. From the methodological point of view there was chosen 
the hierarchical clustering analysis, which helped to identify the best protection against 
a remotely controlled unmanned aircraft systems, which are similar to each other but 
different from individuals in other groups. It can be intellectually satisfying, profitable, 
or sometimes both to manage this without clustering analysis because it can’t be known 
who or what belongs in which group and a number of groups can be known only after 
hierarchical clustering analysis.

Next analysis, which solve in part about goals and objectives was the experts’ 
evaluation methods based on experts’ surveyed sample analysis. The Kendall’s 
coefficient of concordance (W) was selected for experts’ data analysis. The statistical 
software package SPSS version 20 was used for the collected experts’ data analysis and 
for the hierarchical clustering analysis as well [14]. 

Investigation Results. The results of our investigation were listed after the 
deep analysis of all protective measures which were chosen as the interest’s area of 
the Ministry of National Defense. This analysis let us to clarify protective measures 
possibilities, advantages and disadvantages. There was found that all analyzed systems 
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and products had weakness - do not have a final solution that can be effective in the 
future. This analysis showed that manufacturers didn’t provide for the possibility of 
continuous updating of equipment, installing new components to adapt to newly 
emerging threats.  Also can be mention, that the commercial equipment designed to 
fight against civilian aircraft is ineffective against modified and / or military aircraft. 

An expert survey has been used to quantify experts’ opinions according to Kendall’s 
concordance coefficient. The evaluation of the technical criteria of the experts resulted 
in the collection of 16 criteria.  In the opinion of all ten experts, the compatibility was 
too low (W1 =, 174) to make the decision.  In this reason there was repeated statistical 
analysis with reselected groups of experts according to their specific experience and 
the maximum of Kendall’s concordance coefficient was reached (W2 = 518). This result 
allowed us the use of expert judgment for decision making.

After hierarchical clustering of security measures, five clusters were identified: 
First- Blighter Surveillance Systems, Aquila Defense Group, NT Service, Radio Hills 
Technologies, Rohde & Schwarz and Lithuania; Second – HENDSOLDT; Third 
-Bukovel Fourth - Elbit Systems; Fifth - MOOG. Based on the calculated average of 
Lithuania’s Euclidean distances matrix, the closest and distant security systems were 
established in accordance with the requirements of Lithuania. Closest: NT Service - 
Lithuanian and US Company and Rohde & Schwarz - Danish company. In the remote: 
Bukovel-Ukraine system and Elbit Systems - Israel’s security tool.

Conclusions. The results of our investigations show us that due to the fast-paced 
technology, there is no ideal system or product against UVAs. With the assistance 
of a specific experience group of experts, four key technical criteria were identified: 
UVA identification, system mobility, and neutralization and operator location. The 
hierarchical clustering of security measures shoved the closest and the remote security 
tools for Lithuanian demands. 

All criteria were met by the Israeli company Elbyt Systems, the second system 
meeting the highest criteria is HENDOLDT with 35 requirements. The United Kingdom 
system remains in the third chart position with only 33 matching requirements.

 
Keywords: Unmanned Aircraft Systems, multidimensional database, hierarchical 

clustering, Kendall W.
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Introduction. Due to the rising international terrorism involving explosives law 
enforcing agencies around the world encounter diverse threat scenarios. Luggage of 
air, sea and road travelers, as well as post parcels are being screened against hidden 
explosives, and every larger crowd gathering is under strong surveillance. Real-
time detection of evaporated explosive material in the air is the main step towards 
preventing an attack. Hundreds or thousands of molecules of the explosive material are 
needed to detect it in the gas form [1]. Practically the detection process is random and 
the detection method is based on the recognition probability. A method with a larger 
rate of correct positives and smaller rate of false negatives is therefore desirable. Ideally 
the method should identify the material instantaneously from just one molecule. 
Spectroscopic methods have the best detection resolution [2]. Applications of linear and 
non-linear optics based on Raman scattering have been demonstrated to successfully 
detect traces of explosives [3-5]. Resolution of SERS technique reaches 10-12 mol 
concentrations of Fe3O4/Au NPs in case of TNT and similar explosives and even 3×10-

16 mol concentrations of Au NPs in porous alumina [7]. Unfortunately, spectroscopic 
methods alone are not efficient in practice due to a large area of search and it is better 
to supplement them by microelectromechanical systems (MEMS). In that case the 
precise moment of sample deposition onto a substrate is detected using a resonator 
and then a detailed spectroscopic analysis is performed [8]. Real-time chemisorption 
measurements using ultra-sensitive NEMS have achieved resolutions down to 10-15g 
[9] or even down to one molecule mass using nano-mechanical mass sensors [10]. 
To create real-life mass detectors with chemical receptors an optimal ratio between 
their geometrical dimensions and sensitivity has to be established. Thus properties of 
a V and U-shaped cantilevers have been investigated with respect to the well-known 
rectangular cantilever used in atomic field microscopy (AFM) applications.
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Method of investigation. Polycrystalline silicon was selected as the material for 
the MEMS device. A classical rectangular cantilever used in AFM and described by 
the Euler–Bernoulli beam theory was chosen as a reference base. For comparison a 
soft V-form triangular cantilever suitable for biological samples and a mode-enriched 
U-from cantilever were created. The frequency response function was investigated up 
to 10 MHz and the transfer function of a 100 nm excitement between the base and 
the apex was measured. The each model was realized in the SolidWorks environment 
using 104 finite elements. Finite element models were created for I-, U-, and V-form 
cantilevers. Frequency response was investigated by changing geometrical parameters: 
length (L=30-120 m) and thickness (T=0.4-1.3 m) while fixing the width (B) to 
keep the same proportions. The mechanical damping function was used as in the case 
of the rectangular cantilever. The forms of the models were specifically selected in 
order to compare single-, double-, and three-component cantilevers. 

Investigation results. The frequency response function of the resonators was 
normalized to the amplitude of the first mode. The response was measured as a 
function of the geometrical parameters of the cantilevers. The more constituting parts 
a cantilever has, the richer modes (bending, torsional, lateral and others) it has. Due 
to an intrinsic mass of a probe the most prominent influence to sensitivity is exerted 
by the thickness and only then by the length. For measurements involving the optical 
lever read-out the most informative was the mode of the bending-type. However, if 
a symmetric optical read-out was used on the apex then some positions of bending 
modes had larger regions of linearity which is important to increase sensitivity. 

Conclusions. Performed modeling reveals the behavior of cantilever vibrations 
in higher frequencies. Different Eigen-modes can be obtained by varying geometrical 
parameters of different-shape resonators at the same frequency. Sensitivity increase is 
also possible due to asymmetric optical lever read-out point. Model suggested regions 
of linear frequency response which can be useful for evaluating resonator shapes for 
applications based on their resonance frequency using stored elastic energy and Von 
Mises stress criterion. The proposed cantilever microstructures potentially could be 
realized via ultrafast laser 3D nanolithography technique [11].
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Introduction. Ceramics as advanced materials play an important role in science and 
technology and are attractive for use in harsh environments as they are mechanically 
robust, withstand immense heat, comparatively chemically inert. Thus there is a direct 
end user driven need to find ways for efficiently acquiring free-form 3D ceramic 
structures. During the last years, stereolithographic 3D printing of hybrid organic-
inorganic photopolymer and subsequent pyrolysis was demonstrated to be capable of 
providing ceramic [1] and glass structures [2]. Up to now this was limited to the (sub)
millimeter scale and naturally the next step is to acquire functional glass-/ceramic-like 
3D structures in micro-/nano-dimensions. 

Method of investigation. Here we explore a possibility to apply ultrafast 3D 
laser nanolithography [3] followed by heat treatment to create ceramic 3D structures 
down to micro-/nano-dimension. Laser fabrication is employed for production of 
initial 3D structures with varying (ranging within hundreds of nm) feature sizes out 
of hybrid organic-inorganic material SZ2080 [4]. Then, a post-fabrication heating at 
different temperatures up to 1500 oC under Ar, O2 or air atmosphere facilitate metal-
organic framework decomposition, which results in the glass-ceramic hybrid material. 
Additionally, this procedure densifies the obtained objects providing extra route for 
size control. As we show, this can be applied both to periodic 2D gratings and 3D 
(photonic stop-gap tuning) woodpile structures as well as bulk objects [5], which we 
observed via a scanning electron microscope.

Furthermore, in order to uncover undergoing chemical and physical processes 



23

Darius Gailevičius, Viktorija Padolskytė, Simas Šakirzanovas, Tomas Gadišauskas,  
Vygantas Mizeikis, Kestutis Staliunas, Saulius Juodkazis, Mangirdas Malinauskas

during heat-treatment we performed thermo-gravimetric analysis, micro-Raman 
spectroscopy and X-ray diffraction analysis and performed stress tests in the form of 
dry and wet chemical etching and focused ion beam milling.

Investigation results. We uncover that the geometric downscaling can reach up to 
40%, while the aspect ratio of single features as well as filling ratio of the whole object 
remains the same regardless of volume/surface-area ratio. This validates the method 
as the isotropic reduction in size can be easily accounted for and pre-compensated 
before manufacturing the initial pre-ceramic object. The structures proven to be 
qualitatively resistant to focused ion beam milling, hinting at significantly increased 
resiliency. Finally, revealed physical (transparency, refractive index, emissivity in IR, 
mechanical rigidity) and chemical (wetting, resistance to harsh chemicals) properties 
prove the proposed approach paving a route towards 3D opto-structuring of ceramics 
at nanoscale for diverse photonic, microfluidic and biomedical applications.

Results. The following results of our investigation were obtained:

•	 In addition to downscaling up to 40% during heat-treatment of SZ2080 
DLW structured, we observed chemical and physical change of the material 
composition and properties.

•	 Crystalline properties of the material typical to ZrO2-SiO2 composite start to 
appear as the organic part evaporates.

•	 The material becomes more crystalline as heating temperature increases.
•	 3D printing and pyrolysis of SZ2080 results in more resilient ceramic 

structures to chemical and physical environments: wet and dry etching, 
focused ion beam milling.
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Introduction. In general as challenges to National defence the current geopolitical risks 
of the concrete region and the centers of global power are analyzed. Mostly scientific 
studies focus on two interrelated aspects: political (cybercrime, civil wars, terrorism, 
religious extremism) and economic, using comparative research of countries relations 
[1, 2]. Another aspects of studies are: the main driving factors of secure and sustainable 
development and economic growth, such as foreign direct investment, education 
[3], energy security, including renewable and the  integration energy systems [4, 5], 
identifying economic sectors which have important effect to the national security 
(e. g., production and supply of electric energy, natural gas, telecommunications, 
communications, rail and road transports, water supply, banking sector, etc. activities) 
[6, 7]. However, for any challenges to national security it is especially important 
sufficient state budget revenues which are needed to finance the solving of different 
problems and unexpected dangerous situations. The aim of this study is to analyze and 
to evaluate the factors that reduce the revenue of the state budget, i.e. the problems 
of emigration and high unemployment level, the high share of shadow economy, low 
wage level of employees of different regions of Lithuania. 

The investigation of these factors compared with the average results in the European 
Union countries (EU-28) in the period of year 2007-2016. Both absolute and relative 
amounts of analyzed indicators are compared. The method of base indicators comparison 
is used, whereas the first year (e.g., year 2007) of the analyzed period is chosen as the base 
year. The results of theoretical research part are characterized with statistical indicators 
and the theoretical predictions made are checked with practical research.

Method of investigation. The estimation of the main factors that reduce the revenue 
of the state budget in Lithuania is used, giving the theoretical and practical research. 
The study was carried out using qualitative methods: scientific literature analysis, 
statistical data classification, systematization, synthesis, comparison, generalization 
and illustration, e.g., table and graphical analysis. For the evaluation of the challenges 
to national defence in the period of year 2007-2016 year 2007 was chosen as the base. 

1 * Corresponding author. Tel.: +370-613-43-624.
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Investigation Results. The paper summarized the scientific literature on the 
question of challenges to national defence and analyzed the internal security threats 
in Lithuania. Results contain elements of classification challenges to national 
defence, grouping and comparison of the EU-28 according to the government budget 
deficit. The Lithuanian government policy seeking both to reduce shadow economy, 
unemployment and emigration; and both to increase the wage level gives an impetus 
to be in the line with EU-28 government budget indicators and to create preconditions 
for more reliable national security in Lithuania and its regions. The comparison of 
situation in Lithuania and the EU-28 allows determining the direction and the rate of 
changes of economic indicators and comparing with expectations of population. 

Conclusions. The following results of our investigation were obtained:
State excess budget or with less deficit state and sufficient budget revenues is 

especially important to national security of the country; 
The main labor market indicators (unemployment, emigration and its structure), 

the transparency level of the country market (the share of shadow economy,  low wage 
level of employees of different regions of Lithuania) reduces both budget revenues and 
both preconditions for national security in Lithuania; 

We argue that there is a need for comprehensive analysis of internal security threats 
in Lithuania.

The above observations allow us to foresee that the determination of different 
aspects of challengers to national defence helps to discover the new aspects to enlarge 
the security of the country and to increase its competitiveness. 

Keywords: national defence; state budget; emigration; shadow economy, wage 
level; unemployment level; regions of Lithuania.
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The security environment evolves rapidly and employment of military power becomes 
more and more complex. Military commanders face “compressed battlespace and levels 
of warfare” and act in complex social, cultural and economic environment. Despite the 
level of command and control, all future military commander require comprehensive 
knowledge stretching out of typical “military toolbox” to be effective in achieving 
objectives of a broad scope of military operations. Technology becomes one of the most 
rapidly changing aspects of security environment. It is especially true for emerging and 
readily available technologies with military relevance that may be available even to non-
state actors. All that requires diligent efforts to prepare future commanders for making 
decisions and acting in intertwined social and technological scenarios. Understanding 
people and technology seems a prerequisite for success, while not understanding even 
one of those aspects may be disastrous. Lessons learned from military operations just 
in recent decades prove the value of comprehension of both social and technological 
dimensions of security environment. 

Depending on the level of command and control as well as a type of military 
operations future commanders will need different mix of social and technological 
expertise. Professional Military Education offers unique opportunities for future 
commanders to grow intellectually, reflect and anticipate changes in security 
environments. Case studies serve as a way to improve future commanders’ skills to 
act in complex environments. Along with introduction to theoretical approaches to 
decision making under certainties and simulation and modelling, case studies proved to 
be effective in preparing commanders for operations in complex environments. Polish 
perspectives related to professional military education will be discussed to present best 
practices in preparing future commanders for future security environments. Lessons 
learned will be presented to spark discussion on possible improvements in professional 
military education related to preparation of future commanders for operations in 
complex environments. 
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Abstract. The finance management education is treated differently in different countries. 
That is becoming increasingly important provision that such a discussion does not 
directly benefit the common development of financial education in recent years. One 
of the possible ways to deal with personal finances in different economic conditions 
could be changing attitudes to finance knowledge among students in academies. The 
correct management of these programs helps to improve student and cadets learning 
experience and the economic well-being. Additionally, the learning based on the 
public administration and the public finance probably educate loyalists of the country 
and people intolerant to non-transparent activities of public servants. Eventually the 
best ways to determine the country consolidated tax paid by natural and legal persons 
could be the tax burden rate. Therefore, expenditures of the shared finance in many 
cases are even more important than revenues. Consequently, the increasing public debt 
service quantities could be an utmost importance for the each of taxpayers. Essential 
differences of governments’ credit management took place in Baltic States during the 
crisis of 2008-2011. Lithuania decided to have an independent financial policy when 
Latvia accepted the majority of requirements from the International Monetary fund. 
Then we have an increase of the direct taxes burden by almost twice versus the official 
country’s tax burden. However, the additional tax burden includes hidden taxes related 
to the accumulated spending. In that case the tax burden for an average employee could 
approach up to the two-thirds of the total (work-related) income. This observation 
of the tax burden should encourage each citizen of the country to be responsible for 
public servants’ activities and for the increasing government debt and expenditures for 
debt services.  

Sustainable Financial Security. Finance and public money management have a 
historical concept of educational process and is one of the key economic and financial 
preparation in contemporary education. Money subject is possible with a number of 
complex aspects, both permanent change in the market economy and historical origin 
of money and monetary politics. 

* Corresponding author.
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Why such knowledge is necessary for the first grade university education? Financial 
education is relevant to each  

university undergraduate program. Incidentally, budget terminology and personal 
income taxation are known only from employment relationships or labour relations 
or comparable to labour relations income. The purpose of the topic is to reveal the 
importance of financial management to cadets and students, including public perception 
of administration and financial aspects of public revenues’ mismanagement related to 
tax burden. The objective of the study is the financial competence and capability of 
the cadets of The General Jonas Žemaitis Military Academy of Lithuania and other 
students in understanding of public finance management and mismanagement. The 
purposes of the paper are to review financial and public finance development in the 
contemporary scientific literature; to display a necessity of education in public finance 
and public expenditure management. One of the key tasks of the paper is to reveal how 
taxation, public spending and fiscal policy are perceived by the citizens. In addition, it 
also attempts to answer the questions about the financial and economic importance on 
financial education. Furthermore, the theoretical task of the paper is to show the size 
of government debt service and expenditure in Baltic States. The research methods and 
methodological analysis used in the research were formal investigation and qualitative 
and quantitative research methods; the data was taken from Lithuanian, Latvian and 
some other EU financial institutions. The continuity and sustainability of the public 
finances paradigm is presently a sensual topic in economic policy discussion. This is 
because of the remainder on former debt crises in Europe and the long-term public 
spending pressures caused by the obstructive demographic change in more developed 
countries. This paper analyses some of the conceptualizations that have been used 
to evaluate the public finance continuity in the case of Lithuania. Also, hypothetical 
criteria for sustainability are examined. The article is partly conducted by a mode of the 
literature analysis. There is no consensus among economic experts about the accurate 
theoretical standard for public finance continuity and in particular its sustainability 
(Brammer 2017). There is many misconception of the importance concerning financial 
education programs in higher education and other institutions. Especially important 
for the public finances to understand their publicity in any case during totalitarian 
times the public finances were called “the state’s finances” because the tax burden 
understanding was the quite secondary topic to the dominating idea of the creation 
of “a new world wide or at least nationwide socialism. In general, the concept of 
public finances in the education process starts with the tax and budget concepts. The 
municipal tax revenues and budget structure can be presented as a good example in 
which persons could see structure of public finance functioning and it should be likely 
the closest pattern to each citizen of a different country. 

The Government Debt Management. The continuity and sustainability of public 
finance management could be represented by the example of the public debt policy in 
Lithuania and Latvia during the crisis of 2008-2011. These two different approaches can 
demonstrate how the national budget problems were solved in these two Baltic states. 
The effective debt management is critical especially during crisis (Aarma 2012). The 
high government debt leads to the increase of the tax burden, to the growth of the state 
budget deficit, to the dropping of the state consumption level, to the reduction of public 
sector salaries and social security payments. The above has a negative impact on the 
state economy, which is being already weakened by the crisis, and, thus, is forcing the 
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government to borrow more. The borrowing policy in Lithuania was to choose private 
Financial Institutions when in Latvia it was the International Monetary Fund (IMF). 
However, credits annual interest rates in Lithuania were from 4 to 9 percent versus 
Latvia’s interest rates from 2.5 to 3 percent. Economical and financial policies during that 
crisis were independent in Lithuania versus regulated by the IMF in Latvia. Outcomes 
of the independent fiscal policies in Lithuania in 2009-2010 were quite positive without 
significant new taxation on property and other private wealth (Dubauskas, 2016). 
However new total taxes on property and on the all motor vehicles were introduced in 
Latvia. A possible difference of the debt service expenditures in Lithuania from the total 
national public debt 17,5 billion euro is around 800 million euro. We can assume that 
the average annual interest rates are five percent - then annual interest payments could 
be around 800 million euro. 

Table No 1. 

Lithuania’s GDP and GDP growth changes before and after crisis 2005-2013

Lithuania’s GDP at current 
market prices, in billions of 

Litas

Lithuania’s GDP Growth/
Decline in percent, year 

by year

Year

76 7.8 2005

81.9 7.8 2006

90 9.8 2007

92.6 2.9 2008

78.9 -14.8 2009

80 1.4 2010

84.6 5,8 2011

86.7 2.5 2012

89.9 3.7 2013

Source: European Country Risk, 2018 [Access through Internet: https://www.
euromoneycountryrisk.com/wiki/Lithuania#Economic-Overview; https://countryeconomy.
com/gdp/lithuania ]

Conclusions. The critical evaluations of the former “crisis time” Lithuania’s 
parliament and government concerning financial policy (especially for expensive state 
credits supporting the independent financial policy) can be also used for the present-
day government. Moreover, such behaviour illustrates not adequate financial decisions 
because of so high price paid for not introducing IMF suggested taxes during the 
economic crisis, but after a few years coming back to the same taxes. 

Keywords: uniformed services, agencification, institutional fragmentation
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Introduction. Nowadays, all countries in the world care about their security. One of 
the institutions that helps to maintain the territorial integrity and protects its citizens 
is the army. The lessons learned during wars influence the development of military 
equipment. All countries arm its military forces with new technology which helps the 
military not only to accomplish its objectives, but also to improve the quality of their 
performance that can be expanded by targeting capabilities: the use of radio stations, 
GPS receivers and unmanned aerial vehicles enabling tracking of the battle in real time 
from remote distance. The Land Warrior system is also improving with more and more 
emerging technology-based elements that make the warrior even more effective in the 
battlefield during various operations. 

The Lithuanian Land Force (LLF) forms the backbone of the country’s defence force. 
The LLF is dedicated to the defence and security of the land territory of the Republic of 
Lithuania. It is one of the four Armed Forces of Lithuania, under the Chief of Defence. 
For this purpose, the Lithuanian Land Forces soldier system must be optimized, so 
that there would be no large corrections in supplement, the surplus production or 
unnecessary inventory, and that the existing parts of the soldier system would ensure 
its safety. This direction is also indicated in the 2015-2020 year guidelines (Minister of 
National Defence in 2015. January 27. Order No. V-82) by the Lithuanian Minister of 
National Defence, who made a decision that it is important for the individual soldier’s 
equipment, armament, and outfit designed for soldiers to be comfortable, practical, 
and easy to use. Particular attention will be paid to the Lithuanian Land Force, because 
the use of military equipment in Navy or Air Forces is much more influenced by 
armaments and military equipment (e.g. aircrafts, ships).  

However, the scientific literature does not analyse the Lithuanian Land Force soldiers 
system, for this reason it is particularly relevant to evaluate the current structure of the 
Land Forces soldiers system and its effectiveness in the context of other countries. 
This paper investigates the Lithuanian Land Force Soldier system optimization, for its 
intended purposes, technical characteristics and individual components.

1 * Corresponding author 
E-mail address: Svajone.Bekesiene@lka.lt
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Method of investigation. For this research, the experts’ evaluation methods based 
on experts’ surveyed sample analysis were conducted, using quantitative assessments 
of their decisions. The investigated problem solution was the total surveyed experts’ 
opinion. According to the experts surveyed, the average individual approach was 
determined by the following summaries of the expert group’s opinion. The Kendall’s 
coefficient of concordance (W) was selected for experts’ data analysis. This coefficient 
was used as a measure of agreement among several (p) experts who were assessing a 
given set of n objects. Depending on the application field, the experts can be variables, 
characters, and so on. In the present work, they were the experts who rank parts of the 
Lithuanian Land Forces soldier system which, according to them, has to be optimized. 
Simulations were done by SPSS version 20. Following the analysis of experts’ opinions, 
the main directions of improving the military system of the Lithuanian Land Forces 
were clarified: 1) technical characteristics of radio stations; 2) technical characteristics 
of helmets; 3) technical characteristics of bullet-proof vests.

In order to evaluate the current structure and effectiveness of the elements 
of the military force system of the Lithuanian Land Forces in the context of other 
countries, components of military systems used in six countries (radio communication 
equipment, ballistic helmets, and bullet-proof vests) were analysed. On the basis of 
these data, which were additionally standardized (variable measurements were 
changed to z-values), the hierarchical clustering analysis was performed by the SPSS 
20 software package [14]. 

Investigation Results. The result of investigations in expert method depends on 
quality and quantity of evaluators as well. In this research we followed the suggestions 
which recommend choosing the right number of experts, because it is quite important 
for the research result. However, increasing the number cleared of these levels results in 
a diminishing scale of return, and doubling the number of evaluators to ten increases 
the percentage of usability problems identified to approximately 90% [4]. Following 
these recommendations, the group of ten experts was questioned in this research. All of 
them served in the Lithuanian army for approximately 17 years and have great military 
experience as Land force soldiers. Four of the experts were in the military service from 
8 to 15 years, five of the experts from 16 to 20 years and one of the experts was in the 
military service for more than 24 years. The detailed characteristics are known to the 
author, but will not be presented in this paper.

For this research a list of 19 technical specifications for the Land soldier system was 
selected: WSE1- thermo-visual; WSE 2- longitude; WSE 3- glasses; WSE 4- military 
shoes; WSE 5- optical tuner; WSE 6- radio communication equipment; WSE 7- night 
vision devices; WSE 8- helmet system; WSE 9- bullet-proof vest; WSE 10- binoculars 
turnstile; WSE 12- collimator trick; WSE 13- GLOCK gun; WSE 14- automatic gun 
G-36; WSE 15- duckling; WSE 16- ammunition vest; WSE 17- CBRB safeguards; WSE 
18- PMP measures; WSE 19- backpack. Experts’ opinions were reached for each of 
the nineteen criterions after statistical analysis by the SPSS 20 package. Based on the 
results obtained, it can be concluded that the most important criteria, according to 
experts, are: a bullet-proof vest (WSE9 rated 24) and a helmet system (WSE8 rated 28 
points). Criteria such as radio communication (WSE6 rated 34 points), optical target 
(WSE5 rated 54 points) and military boots (WSE4 rated 75 points) are also important. 
These five criteria of significance are the key to improving the system of Lithuanian 
Land force troops.
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The hierarchical clustering analysis helped to identify the essential differences 
between land force warrior systems. In this respect, the elements of the analysis of the 
Lithuanian military system are the most different from Poland. These differences could 
have been due to several reasons, but the key could be the fact that Poland has ordered 
radio communications on its domestic market, while other countries are guided 
by basic standards developed. The elements of the Land force military system are 
purchased on the basis of the companies offering the most satisfactory expectations.

Conclusions. From the obtained results, it can be concluded that the most 
appreciated parts of the system are a bullet-proof vest and backpack. This result was 
reached because these parts of the warrior system have been optimized very recently. 
In addition, the third criterion, which experts consider to be insignificant, is CBRB 
safeguards. Soldiers believe that CBRB’s basic tools are reliable and good for use.

As we see from the study, all experts assessed the criteria WSE16, WSE19 and 
WSE17 as not significant. Therefore, we can say that these criteria in the system of 
Lithuania Land Forces are not decisive in order to improve the effectiveness of the 
tasks performed by the soldiers.

The hierarchical cluster analysis showed that Lithuanian Land Force soldier’s 
system components are the most similar to those used in the US army. After technical 
parameter data analysis, it was found that Lithuania should take into account not 
only the US army warrior system, but also military system tools from other countries 
providing land forces soldier system optimization.

Keywords: Lithuanian Land Force soldier’s system, multidimensional database, 
hierarchical clustering, Kendall W.
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Introduction. The Army is a constantly learning structure. This is why it is important 
to have effective and high quality training equipment.
Requirements for the training equipment are: 

•	 realistic simulation of the armament operations; 
•	 additional information about training process (statistics, functional operations etc.); 
•	 safety and low cost.

The creation algorithm for the new equipment is:development of the engineering 
conception; theoretical research, computational modelling; experimental research; 
ground testing and practical implementation.

The main area of scientific research is dynamics of mechanical, electromechanical 
and mechatronics systems  (modelling, control, optimal synthesis) and applications 
in the development of training and combat equipment and technologies for defence. 
Development of the new equipment and technologies are based applying the latest 
achievements in military science, mechanical engineering and mechatronics, material 
science, informatics, laser technologies and electronics, telecomunications and other 
areas of science and engineering.

In this paper the latest military training equipment projects for Land and Air 
Defence Forces are presented: 

•	 few modifications of the laser simulation systems for riflemen; 
•	 training equipment for 60mm and 120 mm mortars seminatural firing; 
•	 rocket target for short range air defence systems.

Laser simulation systems for riflemen  (G-36,  FN MAG,  CARL GUSTAF, Sig 
Sauer P226,  Glock 17). Usage of the training equipment enables not only to reduce 
the ammunition - related economical costs used for shooting experts preparation but 
to significantly shorten the time of their training as well as improve the training quality.

 

1 * Corresponding author. Tel.: +370-699-55231.
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 However, the training quality directly depends on the perfection of trainers as well 
as their functional facilities. Therefore, a new modification of riflemen trainer has been 
created: it includes three types of weapon imitators: automatic weapon G-36, machine 
gun FN MAG, recoilless rifle CARL GUSTAF, pistols Sig Sauer P226 and Glock 17 [1]. 
It is clear that the maximal reproduction of recoil and sound during single and burst 
shooting is a very important factor for the automatic gun G-36 and machine gun FN 
MAG and sound imitation only for the recoilless rifle CARL GUSTAF. The results of the 
preliminary analysis show that the pneumatic impulse systems with external control 
are the most perspective for the imitation of single and burst shots. The universal 
dynamical and mathematical models of the one way operation pneumatic drive for 
recoil imitation, results of its investigation and description of the new modification 
of laser trainer for riflemen are presented. The training weapons imitate the recoil 
and sound of the corresponding shooting regimes. The software supplies not only 
information about hits and statistics, but also the weapon trajectory during aiming, 
the position of the sights during each shot. It also lets choose the type of the target, the 
shooting distance, the target display time etc. It should be noted that it is possible to 
perform all the exercises appraised by the Commander of the Lithuanian Armd Forces. 
The Laser Shooting Simulation System has been successfully used in many training 
centres. The Laser Shooting Simulation System is included in NATO Master Catalogue 
of References for Logistics (NATO/ National Stock Number (NSN) codes: 6920-47-
000-7909, 6920-47-000-7910, 6920-47-000-7911).

60 mm and 120 mm seminatural shooting mortar training equipment. They are 
very effective training means for the Land Forces. 

The training equipment consists of  training shells comprised of a warhead and sabot 
(ballistic barrel) of respective 60 or 120mm calibers. Such system allows full imitation of 
combat field firing in the firing position and ensures the preparation and correction of 
firing data in the firing control center. Mortar firing trainers not only reduce economic 
costs due to the fact that expensive battle bombs are not necessary, but also allow to avoid 
the expenses of transportation to the firing grounds and ensures high the efficiency and 
quality of the training process. The new problems of interior and exterior ballistics of 
two related masses was solved, because in this case during the explosion in the weapon’s 
barrel not only one but two masses (the warhead and sabot) are ejected at the same 
time; problem of aerodynamic stabilization of a projectile; research of the warhead’s 
fuse interaction with a non-deformable and deformable surface; development of the 
construction of mortar simulators and development of the experimental example of 
mortar  simulators was performed. The 60 mm and 120 mm Mortar Training Equipment 
is implemented in Lithuanian Land Forces and included in NATO Master Catalogue of 
References for Logistics (NSN codes: 6920-47-000-2835, 6920-47-000-2836).

Rocket target RT-400  for short range air defence systems. The rocket target RT-
400 is very effective training appliance for the Air Defence Forces. It is the target for the 
final training of the Stinger system service staff.  The rocket-target must imitate the flight 
of aircraft, helicopters, and others air targets. In order to create a rocket target satisfying 
necessary parameters it is required to solve the following problems: determining the 
geometry of the target and its flight characteristics by taking into consideration the 
properties of the external ballistics of the Stinger missile and the parameters of the 
detection system (radars). The initial gemetrical and flight parameters are: 
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•	 rocket length 5.4 m, diameter 0.4 m; 
•	 flight velocity 160 - 250 m/s;
•	 maximum flight range 4.5 km, altitude 3.0 km;
•	 rocket mass less than 100 kg. 

The second problem are analysis of the target‘s aerodynamical flow characteristics, determining 
the quantitative and qualitative thrust characteristics of the target‘s solid rocket motor and 
research the exterior ballistics of the rocket target [2]. On the basis of the research results 
the rocket target RT-400 was designed, manufactured and implemented in the Lithuanian Air 
Defence Forces. The rocket target RT-400 is included in NATO Master Catalogue of References 
for Logistics (NSN code: 6920-47-000-8331). The rocket target RT-400 has been successfully 
used in NATO exercises “Amber Arrow“ in 2014, 2015 and 2017. 

Concusions and final remarks. 

•	 The Departament has a well developed basis for scientific research, design and 
practical implementation of the created equipment and technologies in the area 
of defence.

•	 Some examples of military training equipment for Air and Land Forces have 
been created and successfully implemented in Lithuanian and foreign countries 
Armed Forces. Twelve created products are included into NATO Master Catalog 
of References for Logistics.

•	 The experience accumulated in performing scientific research and practical 
implementation of its results allows further improvement of technical 
exploitation characteristics of the already developed training and combat 
equipment as well as development of new equipment.

•	 Scientists of the departament are oriented towards the common Baltic States 
Region and European Research area the as well as common scientific projects 
and practical implementation with other countries.

•	 Acknowledgements. This work was supported by the Research Council of Lithuania, 
grant No. S-MIP-17-94 “Experimental Rocket: Research and Development”.
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Introduction. Increasing digitization together with the benefits has also brought a lot 
of problems related to the challenges in cyberspace. Due to the ongoing cyberattacks 
yearly increase, losses in sectors that are using Telecommunication and IT services are 
growing. 

The events of the past 10 years have shown that there are particularly dangerous 
incidents in the cyberspace, which are pre-planned, well-prepared and carried out 
by terrorist groups or even by some governments. Pre-planned cyber-attacks have 
some stages so it is possible to distinguish the early stages where attacks do not bring 
significant damage to data and information. 

This article examines the features of the attacks and their characteristics and is 
the first part of the study’s generalization. There is proposed a method for early staged 
detection of such attacks using a number of the logical filters. In the next paper, the 
logical mathematical model, an estimation of the sensitivity of such method and 
assessment of the probability of each initial stage will be presented. The results of 
theoretical simulation have shown that proposed method is capable of determining 
early-staged cyber attacks.

The most dangerous cyber attacks are those that are planned in advance [1-3], and 
they can be planned by both state structures and terrorist organizations. The planned 
cyber attacks consist of variety of different stages. Different authors describe the different 
number of the stages and parameters of such cyber attacks. Symantec designates five 
stages: Reconnaissance, Incursion, Discovery, Capture, and Exfiltration [4]. 

The same number of stages, but with different names, is proposed in [5]: 
Reconnaissance, Intrusion, Taking control, Collecting and leaking information, 
Eliminating traces. Meanwhile, Yadav and Rao [6] offer seven steps: Reconnaissance, 
Weaponization, Delivery, Exploitation, Installation, Command and Control, Act on 
Objective. More works [6-9] can be found, where a number of stages varies between 
three and eight. Different stages use different means and equipment to organize the 
attack. It can be assumed that certain actions in the early stages of the attack can 
prevent serious harmful effects [7, 8]. However, it is necessary to determine “early” 
stages and “late” stages, when damage created by an attack is mainly unavoidable. 
Therefore, it is needful to distinguish the various stages of attack in order to provide 
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the means and methods for preventing such attacks consequences. Yadav and Rao [6] 
suggested that the early stages include Reconnaissance, Weaponization, Delivery, and 
Part Exploitation Stages, in which, if an attack is observed, its effects can be eliminated.

Proposed methodology provides a network analysis structure, logical filter 
configuration and attack detection algorithms that enable the detection of network 
flow parameters that characterize potential attack vectors. 

Method of investigation. The essence of the proposed method is to use the 
appropriate logical filters in order to classify the certain parameters of the traffic. For 
this purpose, the total analyzed data (information) flow is considered to consist of 
two parts: the normal flow (i.e., the flow that is not harmful) and the attacker’s flow 
(malicious flow). A generic filter structure is shown in Figure 1.

Figure 1.  Structure of a Generic Filter.

The generic filter consists of two blocks: a packet analysis block and a parameter 
processor. The traf(x, y) input into the filter is analyzed on the packet level, which 
results in a packet parameter (e.g., DST IP). The obtained parameter is passed to the 
internal parameter processor, which, according to the conditions provided, forms an 
indicator value. A schematic view of the activities of the detection method is shown in 
Figure 2.

Figure 2.  Schematic view of the detection method
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In the proposed method, traffic traf(x, y) is unmodified because there is a need to 
maintain the traffic of the system without affecting the system services reliability. It is 
shown as a separate line (“Unmodified traffic x and system status y”). The detection 
method consists of three parts: filter part, evaluation block and action block. The filters 
are implemented in two blocks: consolidated network filtering and system monitoring 
(CNFSM) and parameter preprocessing (PP). In the CNFSM block, the filters are 
grouped into three groups: filtering of network parameters (NF), filtering of system 
parameters (SF), filtering of network stack flag parameters (LF). The evaluation block 
consists of three logical circuits that are connected at the outputs of the corresponding 
filter groups. 

The purpose of the filters is to register parameters and, if their values exceed 
predefined values, indicate the malicious activity. The purpose of the evaluation block 
is to collect the binary parameters and process them for the indication of the possible 
attack action. The purpose of the action block is to decide which stage of the attack is 
observed.

Using this principle, it is possible to analyze network traffic and system behavior 
adaptively by adjusting filters for analysis according to the need (available resources, 
depth of analysis, speed and tolerances of created system or network delays). 

Investigation Results. For the evaluation of the proposed algorithm, a logical 
circuit was synthesized and tested. The logical circuit used for aggregated analysis is 
shown in Figure 3. The analysis is based on seven criteria, so there are seven primary 
inputs and three primary outputs to identify value of the attack. The logical circuit 
consists of 26 logical gates.

As in the SSV logic circuit analysis case, primary input described as , where 
, corresponds to the binary „1“, and a member , where
, corresponds to the binary „0“. This form contains output 

logical functions, which consist of inputs, resembling attack actions: HS, PS, SSV, SST, 
SP, LA and SE. Primary output S is a vector of “F21 ... F23” values.

        (1) 

A simulation of third stage was done (aggregating SSV and SP attack actions). 
Simulation vector is given in (2). 

                                        (2)
											         

							     
Generated bitstream of “0010100” was sent to the logic circuit. As it can be seen in 

Figure 16, primary outputs of F23 and F22 became active (shown in a red line), F21 left 
inactive (shown in a blue line).  The primary output codes in binary and attack stages 
are described in Table 1.
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Table 1. Primary output codes and attack stages.

Primary output code in binary
Stage number Stage name

F21 F22 F23

0 0 0 - -

0 0 1 1 Recognissance

0 1 0 2 Weaponization

0 1 1 3 Delivery

1 0 0 4 Exploitation

1 0 1 5 Evasion

As shown in simulated logic circuit, primary outputs obtain values: F21 = 0, F22 
= 1 and F23 = 1. That corresponds to a primary output code of S = 011, resembling a 
third stage number, that is named as “Delivery”. 

Figure 3. Simulation results. Detecting third stage – primary outputs generate a 
binary code of “011”.

According to the synthesized logic circuits and their simulated test results we are 
able to determine the early stage of the attack. This approach is a part of a large work, 
that is orientated to a near real-time cyber attack detection.

Conclusions. This work proposes an early warning method for a possible cyber-
attack in IT and Telecommunication networks. This method is based on the use of a 
set of 31 logical filters. The collected information identifies features of ongoing attacks;

The set of parameters are analyzed in a proposed early-staged attacks detection 
system. This system collects network and system nodes information and evaluates 
the possible attacks stage. For early-staged detection there were provided software 
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implementations and hardware recommendations of the active nodes and a full Data 
Analysis Server logic setup;

The results of theoretical simulation have shown, that proposed method is capable 
of determining early-staged cyber attacks and the approach illustrates the possibility 
for practical method implementation;

In future works will be provided mathematical approach of the proposed method 
based on real computerized network data. The essence of this mathematical method 
would be to propose the probability of identifying the potential risk of each initial stage 
and evaluate the sensitivity of this model.

Keywords: communication system security; cyberspace; intrusion detection; 
logical circuits; telecommunication computing.
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Introduction. Unmanned Aerial Vehicles (UAVs) make significant contributions 
to the war fighting capability of operational forces. The types and capabilities of 
unmanned aerial vehicles (UAVs) have expanded with higher acceleration since the 
9/11 terrorist attacks. The increasing number of UAV military missions also increases 
their losses. Unfortunately, currently there is not enough publicly available reliable 
data about the various civil and military drone crash accidents. Nevertheless, the 
information available allows us to form a certain picture of the loss of the UAV and 
its causes.

One of the first sources of information that provides some data on UAV crashes 
was “The Washington Post” [1]. It reported that about 400 US military drones have 
crashed since 2001 to 2014. A sufficiently large database of UAVs crashes provides [2], 
which cited accidents between 2007 and 2016. There are more sources of information 
on this issue. However, the information shows that the losses of military UAVs only 
increase year by year [3–5].

There are some works trying to analyze the causes of crashes. However, most of 
them are intended to analyze some of the specific causes of accidents. The work [6] 
analyses such reasons as the power propulsion, communications, losses the flight 
control, human factor and similar. The work [7] analyses of a large number of factors 
(more than 20) that were the causes of accidents and incidents in UAVs. These factors 
are subdivided into 5 main categories: Adverse Aircraft Conditions, Adverse Ground 
Support Conditions, Environmental Hazards / External Hazards & Disturbances, 
Abnormal Vehicle Dynamics & Flight Conditions. However, there is analyzed the 
technical reasons of crashes and incidents. Human factors influence to UAVs crashes 
is analyzed in [8]. Some incidents and accidents are analyzed in [9]. 

The analysis of the different works shows that the vulnerabilities can be classified 
differently and there have not adopted a unified classification. The works [10-12] 
suggest their own classification methods which differ from above-mentioned works.

Method of investigation. The work was done by data collection and analyzing 
the available information sources. More than 200 cases analyzed and evaluated in 
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this work were collected from a number of publicly available accident investigation 
databases and safety reporting systems. About 50 references were analyzed.

The data collected focused mainly on military UAVs incidents and accidents. Data 
were collected on the events from 2004 to 2017. Data are collected from both war 
zones (Afghanistan, Iraq, Ukraine, etc.) and from non-war zones. Each accident and 
incident, event was categorized based on the suggested classification schema.

Investigation Results. The purpose of this work is to examine militaries unmanned 
air vehicles vulnerabilities in battlefield conditions. The unmanned air vehicles 
vulnerability classification and reasons of its losses in the military action zones are also 
investigated. Great attention is paid to smart attacks against UAVs.

As mentioned in above, the military’s UAVs losses increase year by year. However, 
not all of these losses relate to direct losses due to military action. Part of the loss 
relates to such losses that are inherent in the operation of civilian UAVs. Also bearing 
in mind that the command and control system for UAV depends on the quality of the 
telecommunication channels and the sensitivity of the software and the electronics to 
the various impacts, it is necessary to understand the nature of such effects and the 
impact of UAV systems and the ability of the UAV to perform certain functions.

Three main categories of UAVs vulnerabilities are offered in this work: Physical 
attack, Smart attack and Miscellaneous (or Random) factors. The detailed description 
of these categories is provided in this work. UAVs loss reasons in battle zones and “hot” 
areas is provided as well. There is analyzed the smart attacks against to UAVs. It has 
been shown that although such attacks are increasing, their success rate is relatively 
small. There is proposed the algorithm to increase smart influence in UAVs.

Conclusions. The following results of the investigation were obtained:

•	 There is proposed the militaries UAVs vulnerability classification based on 
three main categories;

•	 It was found that UAVs the largest losses in the real battlefield consist of 
technical faults when smart effects are negligible despite the fact that it is 
widely developed a special smart measure and smart weapons;

•	 It is proposed that the development of smart impact of UAVs algorithms does 
not concentrate only on UAVs. Smart measures impact could increase if they 
affect to all UAVs elements of the system, even the pilot.  

Keywords: unmanned air vehicles;. Risk assessment, Cyber attack, Human factors, 
Incidents, Accidents.
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Introduction. The protection of state security by the legal standards of the criminal 
law is one of the key, the legally protected interests including the cybersecurity in the 
sectors of critical infrastructure: transport (road, air transport, ship, rail), electronic 
communications, energy, information and communication technologies, post, industry, 
water and atmosphere, health. An important period of strengthening the security 
and defense capabilities of the Slovak Republic is the practical implementation of the 
provisions of the New Cyber Security Act of 30 January 2018 [1]. The draft of law on 
the Cyber Security and Amendments to some acts no. 69/2018 Z.z. was prepared by the 
National Security Office of the Slovak Republic in cooperation with the Deputy Prime 
Minister for Investment and Informatisation. We also regard the cyber-security issues 
as an important part of protecting state security within the material and immaterial 
components of defense and protection.

The resilience of networks and the stability of the information system is a 
prerequisite for a smooth and the uninterrupted functioning of the EU internal 
market and a prerequisite for the credible international cooperation. Networks and 
information systems play a crucial role in free movement and are often interconnected 
and connected to the Internet as a global tool. The disruption of the network and 
information systems in one Member State therefore affects other Member States and 
the EU as a whole, explained the key issue the National Security Authority [2].

Method of investigation. This problem cannot be solved by one country in a 
comprehensive way, but a rigorous and professional international co-operation that 
relies on high-quality national capabilities.

The New Act transposes into the Slovak legal order a European directive on 
measures to ensure a high common level of network security and information systems 
in the Union (NIS). The NIS Directive is the first pan-European legislative regulation 
on cyber security that aims to strengthen the competences of the relevant national 
authorities, increases their mutual coordination and constitutes safety conditions for 

1 * Corresponding author. Tel.: 00421 902 040 250
E-mail address: miroslav.kelemen@gmail.com



49

Miroslav Kelemen, Stanislav Szabo, Iveta Vajdová

key sectors as a methodological guide for Member States. This article uses the historical 
and content legal analysis to explore the issue.

Investigation Results. The experience of the security community confirms 
that the level of protection was heterogeneous and incompatible due to the mutual 
inconsistency of the current legal norms in which the cyber-security issue was solved 
partially in the conditions of the Slovak Republic, thus failing to reach the required 
level of EU member states. As a result, there is no adequate level of cyber security 
against existing threats, resulting in irreparable losses and disruptions in the credibility 
of organizations and the state. The goal of cyber security is therefore to minimize the 
potential for such threats and, in the event of the consequences, to minimize their 
impact, which is a prerequisite for both public administration and the private sphere. 

The article presents: 

•	 analysis of selected praxeological problems,
•	 and the legislative solutions of selected problems of cyber security,
•	 the cybersecurity as part of the security interests of the state protected by the 

criminal law standards.

Conclusions. The following results of our investigation were obtained:
The protection of state security by the criminal law standards is one of the key of 

the legally protected interests, and the cyber security is an important and indispensable 
part of it. Today’s social empiricism confirms us that security is an important 
multidimensional factor of the quality of society and citizen’s life, which we must 
systematically examine, forecast and ensure.

The importance of the topic and the use of the national defense potential is 
mirrored in the latest initiative under the ongoing structured EU security and defense 
cooperation - PESCO, with the emphasis on the cooperation and strengthening the 
cybersecurity capabilities. Due to the topicality and multidisciplinary, the solution of 
the problem will be supported also in the form of a national research project with 
partners. The priority is given to the security in the critical infrastructure sectors such 
as the transport (road, air, water, rail transport), electronic communications, energy, 
information and communication technologies, post, industry, water and atmosphere, 
and health.
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Security Management in the Air Transport: Example of 
an Interdisciplinary Investigation of Special Security 

Questions

Miroslav Kelemen1, Stanislav Szabo, Iveta Vajdová
Technical University of Kosice, Faculty of Aeronautics, Rampova 7, Kosice 041 21, Slovakia

Introduction. The scientific cognition, expert education, education to professionalism 
and a challenging practical training of the personnel of the transport and specialised 
services providing and supporting its activity is rightfully in the centre of our attention. 
The ambition of the experts is therefore to contribute to the development of the 
scientific investigation and education in the field of the security management in the 
transport (flight safety, security of persons and property, logistics and in the protection of 
the environment) [1].

Method of investigation. The essential philosophy of the security management in 
the field of the air traffic service is a systematic approach to security risks and threats of 
the air transport. The most important component in the whole system of the security 
of flights is the management of the security of flights of the participants of the air 
traffic service. The security of flights is perceived as an internally integrated system 
of components (sub-systems) that respects its own identity (specifics, risks) and the 
existence of mutual relations and their connections with other areas of human activity, 
in line with the aim to eliminate the influence of the risk factors of a flight as well as of 
the service and to provide the maximum level of security of flights as a whole. 

This article uses the historical and content professional and legal analysis to explore 
the issue [2].

Investigation Results. The term management of the security of flights can be 
defined as an active, predictive and preventive means within the range of a system of 
crisis management of a user of the aeronautical techniques (air operator) to eliminate 
the risks and solve exceptional events (situations) or crisis situations and states in the 
field of the security of flights.

An exceptional event (EE) in the air traffic service is understood as a dangerous 
flight or ground situation being a state in which life or health of the squad (passengers, 
other persons and property on the ground and in the air) or environment is threatened 

1	 * Corresponding author. Tel.: 00421 902 040 250
E-mail address: miroslav.kelemen@gmail.com



52

Miroslav Kelemen, Stanislav Szabo, Iveta Vajdová

or in which the aeroplane loses the capability to fly or the security of the air traffic 
service is threatened or there is a risk that it might be. It occurs in case of a technical 
fault of an aeroplane, failure activity of the squad, ground personnel or device or by 
means of the influence of external conditions during the air traffic service.

An exceptional situation is understood as a situation with a threatening or real 
exceptional event. The exceptional event might turn into a crisis or catastrophic 
situation.

Depending on:

•	 the conditions of the occurrence, process and consequences of a dangerous 
flight or ground situation,

•	 capabilities of flight and ground personnel or
•	 organs responsible for the security of the air traffic service to control these 

processes and perform non-standard processes, the following can occur:

an unflavoured situation – a state that requires or shall require an increased duty of 
the flight or ground personnel to perform the flight and provide the operation,

a boundary situation – a state accompanied with a high psychical endurance of the 
flight and ground personnel or with a damage to the aeroplane (property, environment) 
or with the limitation of the air traffic service,

an emergency (crisis) situation – a state with such a level of threat of health of the 
squad (passengers, personnel, ...) that the squad is not able to solve it in any other 
way than by an attempt to save their life by means of a crash-landing in a terrain or 
by means of an emergency abandonment of the aeroplane, whereby it is not possible 
to prevent the destruction or damage to the aeroplane (property, local damage to the 
environment) or in case the security  of the air traffic service is threatened,

catastrophic situation – a state in which it is highly probable that the lifesaving of 
the squad (passengers, personnel, ...) is not possible and it is not possible to prevent 
the destruction of the aeroplane (property, regional damage to the environment) or in 
case the security of the flights within the range of the air traffic service is threatened.

A successful solution to a dangerous flight situation is dependent on an individual 
level of the flight preparedness of the aeroplane squad, on the amount of time 
available to solve the situation, on the perplexity of the situation but mainly on the 
right evaluation of the situation, on an early decision making and performing effective 
measures and processes. As a result of a dangerous flight situation, a flight incident or 
a plane crash may occur. 

The solution to a dangerous ground situation is dependent on the state that 
occurred in the time except for the time defined as a flight of an aeroplane, in relation 
to the preparation of the aeroplane for a flight, its operation, attendance, maintenance, 
repairs or waiting, on the control of persons (cargo) before the flight/after the flight the 
result of which is damage to health, death of a person or damage or destruction of the 
aeroplane (property, environment) or a threat as well as a violation of the security of 
the air traffic service by means of an influence of the ground factors.

Conclusions. Security management in the air transport is understood as an 
integral part of the activity and the decision-making process of the managers of the 
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air operator and the security service, assigned to manage the security risks in the 
following dominant areas:

the security of the air traffic service and
the security of airports.
In line with the model of the situational management of selected processes (in 

the area of the security of flights), we accept the following types of management (risk 
management):

the management of tactical risks resulting from the usage of flight technique or 
security and defence measures in concrete crisis situations (terrorist attacks etc.) and

the management of operational (organisational, regime, technical, ...) risks that 
can influence the level of preparedness and the effectiveness of the applicability of the 
personnel.

This implies that it is desirable that the goals and tasks of the security management 
for the protection of persons and property in a specified environment of the air 
transport are realised within the range of the mentioned risk management although it 
is not the only frame way.

The main goal of the security management in the air transport is the operation of 
the flight activity, provision, protection and defence of the air traffic service with an 
acceptable flight security level based on an elimination, reduction or management of 
potential risks.

The security management in the sectors of national critical infrastructure is the 
important part of the protection of state interests [3].
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of the Slovak Republic

Keywords: Security management, air transport, air traffic services, airport security, 
cybersecurity, flight safety.

References
[1] Kelemen, M. Information problems of the air accidents’ investigation and the 

prevention of the Air Force accidents: Theory and practise of forensic investigation of 
the crime of general threats. Boguchwala: Publishing house AMELIA Aneta Siewiorek, 
2017. 171 p.

[2] Kelemen, M.: Vybrané problémy ochrany osôb, majetku a zaistenia chránených 
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Small EU Initiatives in the Process of Pooling and 
Sharing of Military Capabilities
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University of Defence in Brno, Kounicova 65, Czech Republic

Introduction. The Pooling & Sharing project basically relies on activities related to 
arms and services procurement pooling, joint research background, such as sharing 
through the partial or full integration of the power structures, the introduction of 
training facilities or the establishment of joint units; and specialization. There are some 
practical examples of P & S in Europe: the France-UK Treaty of November 2010, which 
is a bilateral agreement on P & S; the vast experience of the Visegrad Group (Czech 
Republic, Hungary, Poland and Slovakia) and the Weimar Triangle (France, Germany 
and Poland). The above-mentioned cooperation examples can be more appropriately 
labelled as small initiatives for which the P & S model partially applies. The most 
important example of the “pooling” of EU Member States’ troops is the creation of the 
capabilities of the EU Battlegroup.

Notwithstanding these initiatives, however, the functioning of the EU P & S agenda 
depends on two fundamental factors that have not been fully implemented yet. The 
first important area is the effective liberalization of the European arms market, which 
will create more competition among national defence industries, where the necessary 
condition is the removal of national barriers, and the Europeanisation of a part of the 
defence budget. The other still missing area is a significant improvement in EU defence 
cooperation that would lead to the adoption of a concept of reduced diversification 
level in military equipment and technology in Europe.

Method of investigation. The methods of scientific knowledge used here based 
on the need of acquiring data, creating new knowledge, and continuously building 
on the previous knowledge and contexts of processes. Due to the amount of available 
book resources, the need for the ability to implement the knowledge gained due to the 
changes in the implementation of logistical support and the implementation of private 
and public sector partnership projects on a global scale has emerged. [1] The logical 
chain of inductive understanding [2] based on the collection of data from different 
sources in order to find regularity in the data obtained for the preliminary conclusions.

The historical-comparative method is based on the ability to find the same 
evolution of structures in the commercial sphere and subsequently implement them 
in the process of the armed forces in the implementation of logistic support at tactical 
and strategic distances. The dates of involvement of the Armed Forces of the Visegrad 
Group in the European Union Battlegroups were used.
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Investigation Results. The Visegrad Group states, by taking a decision to create 
the V4 EU BG, sent a clear signal of their interest in consolidating the EU’s position on 
the international scene [3], and the joint contribution was a practical expression of the 
support of the Common Foreign and Security Policy.

The creation of a joint V4 formation without the participation of a European 
“big” player demonstrates the maturity of states [4] and at the same time declares the 
ability of sub-Central European countries to cooperate within the complex political 
and military issues that the EU BG is building. State-of-the-art is also supported by 
the experience gained in previous combat groups together with experienced Union 
Member States. The positive development of the V4 EU BG was also the ability to 
offer a position to the Lead State where the Poland republic assumed responsibility 
for the planning, creation, training and certification of V4 EU BG, while the other 
participating countries respected PR authority and its responsibility towards the EU. 
Positive is also the finding of a consensus on the precise distribution of contributions 
and individual modules so as to eliminate possible shortcomings, particularly in the 
area of ​​technical or logistical deficiencies [5].

Conclusions. The states of the Visegrad Group share the similarity of strategic 
cultures, the clarity of intentions, trust and solidarity, which are a prerequisite for the 
creation of sub-regional military co-operation. The level of homogeneity is given by 
units of similar strength and quality in the military structure, which is still low, as well 
as the homogeneity of the defence industry. The varying level of homogeneity of V4 
states reflects the size of defensive budgets and PR dominance. Dominance is reflected 
not only in the budget but also in the concentration of military production capacities. 
However, the benefits of PR are not an obstacle to expanding military cooperation 
within the Visegrad Sub-Region.
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Contemporary Challenges to Polish Cultural Security
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Introduction. The article offers a critical review of the national literature devoted to 
the issue of cultural security in context of its ties to national security. Author introduces 
the concept of cultural security, cultural identity and discusses challenges to cultural 
security. He argues that cultural security is a vital element of national security system 
as it contributes to shaping and reinforcing national identity.

Aim and methods The main aim of this paper is description and analysis of 
cultural security from Polish society viewpoint, especially including its contemporary 
challenges (chances and threats). The paper presents results of critical analysis of Polish 
source literature method is used. 

Conclusions. The paper assesses the most important challenges to cultural security 
of Polish society and the state. Among them it discusses xenophobia, chauvinism, 
nationalism and populism. The author presents causes and consequences of each 
challenge to Polish cultural security. Impact of cultural security challenges is discussed 
in relation to national security. Contemporary examples of challenges to Polish 
security challenges are used to propose solutions on how to limit their negative impact 
on national security system.

Keywords: cultural security, cultural identity, cultural security challenges, Poland
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Introduction. Trending processes in certain regions of Africa, Middle East and Asia 
forced many people to immigrate to Europe. According to Eurostat, EU member states 
received over 1.39 million first-time asylum applications in 2015. There are two main 
paths, which are used by migrants to get to the Europe:

•	 the Mediterranean Sea (sea- transport );
•	 South-Eastern Europe road (land- transport). 
After arriving to Europe’s periphery, migrants apply for the asylum, or move to the 

predetermined countries. However, long-time frame for assessing asylum applications 
or frequent rejections encourages refugees to migrate illegally.During 2015, 1.82 
million people were detained and arrested while attempting to cross the borders of 
the EU states illegally. As Europe is mainly covered by land, the illegal immigrants use 
land transport. From the land transport types, 27% illegal immigrants use road freight 
transport [1].  

The intrusion of illegal immigrants into road freight vehicles to cross borders 
without being noticed has caused a great deal of damage to road freight transportation 
companies. The interruptions to road freight transport unit might disrupt the work 
of global supply chains [2]. It is difficult to eliminate various types of interruptions 
at the stage of operation [3]. The safety of the load, sent by road transport meets 
internal (predictable risk, e.g. a delay) and external risks (unpredictable risk, crime 
or hurricane). [4]. The worst risk of disruption is the one which is unpredictable, 
such as natural or man-made disruption, disaster or catastrophe. [5].Because of the 
human ability to think, relying not only on instincts makes a person unpredictable. The 
unpredictability means the inability to control the future actions or ongoing processes. 

The present paper provides an overview of threats which might come up from 
transportation as a Supply chain activity and the unpredictable human factor in 
transportation, which arise because of the European Migrant Crisis. Moreover, article 
discusses conceptual model which might be useful in order to minimize the effect of 
identified threats.

1 * Corresponding author. 
E-mail address: Jolanta.Sabaityte@lka.lt
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Method of investigation. In order to reveal the magnitude of threats caused by illegal 
immigrants to international road freight operators a questionnaire-survey method was 
applied. Managers and specialists of European international freight companies that 
were transporting cargo to the United Kingdom were presented with questionnaires. 
The research was conducted verbally and in written. The questionnaire was sent to 41 
representatives; however, due to only 17 fully completed and returned questionnaires, 
a verbal interview was carried-out to receive additional 19 questionnaires. Overall, 36 
respondents took part in the research. 

Investigation results. Results of conducted research prove that intrusions into the 
road freight transport units became better organized and planned. European road 
freight companies are taking preventive measures in order to reduce or avoid such 
incidences; however private sector is not able to control the risks of illegal immigrants 
through its preventive measures alone. This point might serve as initial background 
for the cooperation between private and public sector and joining their efforts towards 
elaboration of common actions necessary for solving this problem.   

Conclusions. Transport and migration are inseparable from one another; however, 
the transfer of a person to another place, disobeying the law, is a criminal act. That’s why 
illegal immigrants are elements of disruption risks and deliberate threat. The intrusion 
of illegal immigrants into road freight vehicles to cross borders of EU countries 
without being noticed has caused a great deal of damage to road  freight transportation 
companies, involving property and cargo damage, physical and psychological violence 
against drivers, etc. Disturbances that happen because of illegal immigrant’s intrusions 
have even more serious consequences: the disposal of cargo due to illegal immigrant 
intrusions into freight vehicles, termination of factory operations, dropping of sales, 
delays in the production, or product delivery into the market. Since intrusions of illegal 
immigrants became better organized and planned private transport sector is not able 
to control the risks of illegal immigrants through its preventive measures, therefore 
cooperation between private and public (public) sector is necessary. Presented model 
might serve as a keystone for development of such cooperation in the future.

Keywords: European migrant crisis, illegal immigrants, road freight transport 
units, international road freight operators, supply chain. 
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Introduction. In recent years, the rapid development of combat engineer UGV, also 
called EOD robots and the scope of their range of uses has been observed. Their 
widespread use in the army was initiated by the conflict in Iraq due to the massive 
use of IEDs (Improvised Explosive Device). They were mainly used to the confirming 
the presence of IEDs, their identification and neutralization. Because the scope of 
the tasks carried out was similar to those performed by police pyrotechnics initially 
the pyrotechnic robots available on market were used for it. It quickly became clear 
that their usefulness is limited because their basic task was quick verification of the 
occurrence of a threat – usually the suspicious object was at a distance of 100-200 meters. 
Unfortunately, a long time to prepare the robot for work (Removal of transportation 
safety rolling off of the transport) and low speed (usually 1-2 km / h) did not provide 
the necessary efficiency of use. They were also not designed for intensive work in field 
conditions.

Existing EOD robots. Hence, in relatively short time the significantly lighter robots 
were introduced (weight approx. 20-60 kg in relation to approx. 300 kg of pyrotechnic 
robots) and faster (driving speed increased to 8-10 km/h) better suited to moving in 
a terrain. Their main purpose is recognition and identification of threats. In favorable 
conditions, they may also attempt neutralization. However, their capabilities in this 
area are much smaller than pyrotechnic robots due to the simplified manipulators 
construction and small lifting capacity. As a result, in American EOD subunits 
(Explosive Ordnance Disposal) with the largest experience in using robots, three types of 
robots are widely used: 

•	 MK-1 – Packbot 510 (Endeavor Robotics) with a weight depending on the 
version;20-25 kg;

•	 MK-2 – Talon IV (Foster-Miller) with a weight depending on the 
version;50-70 kg;

•	 MK-3 – Andros (Northrop Grumman Remotec) with a weight depending on 
the version;300-350 kg.

Light robots (MK – 1, MK 2) are usually used in maneuvering operations, e.g. 
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as part of RCP (Route Clearance Patrol), while robots with extensive manipulation 
functions (MK-3) and lifting capacities up to 27 kg on the maximum range (1,4 m) are 
used for neutralization IEDS in urban area on firm grounds. 

Heavy EOD robots. Operational possibilities of these robots are too small for 
effective taking and neutralization UXO (Unexploded Ordnance) - what is equally 
important task of the EOD subunits, because the weight of bombs and missiles can be 
200-250 kg, and even up to 500 kg. Taking artillery shells and mortar grenades may 
also require large lifting forces at maximum range, when they are in a hard-to-reach 
place or driven into the ground. Additional difficulties may be caused by the necessity 
of digging them and removal in rough terrain. For these reasons, it is necessary to 
develop heavy EOD robots, with high lifting capacity and high terrain mobility – 
capable of long -term work in as rough terrain. Heavy robots can operate not only as 
intervention EOD robot but due to power, speed, payload capacity and stability they 
can operate as patrol robots [1,2,3,4,5]. 

Patrol robots should detect threats and confirm them under favorable conditions. 
The treats may be in the road lane (usually buried in the ground or hidden in ducts 
and culverts), shoulders (usually masked with various objects), in vehicles set by 
the roads, hidden behind or inside of infrastructural objects (junction boxes, walls, 
fences, ground floors, etc.) and near the road – in the case of using EFP - 50-70 
m from the road. The main task of the patrol platform should be the detection of 
mines or IEDs located close the road and in the ground on the route of marching 
and their marking and determining the location. It can also verify the threat by using 
a patrol (reconnaissance) manipulator. The type of taken actions will depend on the 
tactical situation. One of the possible solutions is also not taking action and avoiding 
(driving around) the dangerous zone. One of the main problems for the patrol robot 
detection system is the lack of unambiguous characteristics of the searched objects. 
While in the case of mines - produced serially and in accordance with the conventions 
– there may be a number of characteristic shapes and the content of ferromagnetic 
materials, as in the case of IED, both shape, construction, material is not standard. In 
any case, they can take other forms and are very easily modified and adapted to local 
conditions which definitely makes them difficult to detect and practically eliminates 
the possibility of process automation. For their common feature can only be considered 
their considerable dimensions - comparable or much larger than anti-tank mines. The 
initiating systems are very diverse and are often found outside the main explosive 
device hence, there are often different types of wires connecting individual elements 
of the IED. For these reasons, the platform should effectively detect anti-tank mines 
and large objects hidden in the ground. The ability to detect wires, especially those 
connected to electronic remote control systems is also desired. 

Intervention robots should be able to confirm the presence of danger on the road 
crown and in its vicinity, thanks to the ability to quickly reach the indicated point 
and the ability to remove masking materials by lifting them, pulling away or digging. 
In case of confirmation of occurrence, they should be able to neutralize the threat. 
UGVs activities should be coordinated within the robot groups. Because platforms 
should support the activities of motorized or mechanized subunits performing tasks as 
dismounted, they ought to be characterized by high terrain mobility. 
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Conclusions. Robotization of C-IED tasks is now a necessity due to the threats. 
The currently used mobile and light EOD robots are not able to effectively complete all 
the necessary tasks. The conducted analyzes clearly show the need for introduction of 
heavy robots. They are useful both during removal and neutralization of UXO, as well 
as during the detection, identification and neutralization of IEDs. To ensure high work 
efficiency it is necessary to have specialized robots forming groups. It should include 
patrol and intervention robots. 
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Introduction. Increasing combat abilities and the range of tasks performer by certain 
subdivisions results in an upsurge in both the weight of armaments and. That problem 
is particularly prominent in groups carrying out their tasks on foot. It’s currently 
estimated that a 3- day expedition requires each soldier to carry up to 75 kg of 
equipment, while a single day military patrol indicates a load of up to 45 kg. Single-
handed carrying of such weights decidedly decreases the mobility of soldiers, thus 
prolonging the time needed to complete a task and lessening the probability of success. 
It also creates a considerable hazard in terms of battlefield survival.

In order to improve the situation, the carried weight would have to be limited to 25 kg 
per soldier – including standard armament, ammunition, uniforms, bulletproof vests, 
a helmet and personal means of connections. Other equipment necessary for fulfilling 
the task should be shipped via separate means of transport, moving directly with a sub 
- unit or a platoon, as indicated by military experience of British and American armies 
in Afghanistan. The forces used crossing quads with trailers (carrying capacity of 300-
400 kg). That solution improved both the mobility and the combat quality of pedestrian 
subdivisions, but it was not devoid of shortcomings. When crossing a rough terrain, 
the speed of marching falls to 1-3 km/h and since the quads’ powertrains were neither 
adjusted to such slow speeds, nor used to overcoming certain hurdles, problems arose. 
It is also worth mentioning that the number of soldiers ready for interventions was 
decreased, as drivers were forced to focus solely on steering the quads.

It can be concluded that in order to support the soldiers directly on the battlefield, 
one should use UGVs (robots) capable of following a guide – a selected soldier. They 
should navigate around obstacles autonomically and exhibit mobility close to that of 
an infantry soldier. The nature of performed tasks allows for qualifying them as logistic 
support UGVs.  

Investigation Results. The tactics of logistic support robots’ usage will depend on 
the nature of tasks performed by each subdivision. There are three main scenarios of 
their usage that can be predicted.

The elementary scenario consists of transporting the equipment of subdivisions 
on platoon level, a sub-unit, a group or a single soldier operating on foot on a rough 
terrain, where using standard SUVs proves to be difficult, impossible or futile. Another 
form of usage will be an autonomically transport of equipment between given points, 
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allowing for complementing soldiers’ provisions or providing additional tools. The 
platform should then move in a coordinated way. The third nature of platform’s actions 
will be tied to evacuating wounded soldiers from areas unsuitable for first-aid.

An example of a project of logistic support robots is a solution designed in 
cooperation with MUT scientists under the project “Platforma średnia (klasa 800 kg)”. 
During shaping its constructions, following conditions were presumed:

- maximum speed - 12-15 km/h,
- climb slope -  60% (ability to drive),
- cross slope - 30% (ability to drive),
- payload - 250 kg,
- weight - 550 kg,
- turning radius (curb-to-curb)- 2,5 m, 
- width - 1,25 m,
- worktime - 10 h.
Based on tasks analysis, two elementary loading standards were assumed – a 

military backpack (height of 70 cm, width of 35 cm, depth of 30 cm, loading mass 
of 30 kg) and an ammunition box (height of 17 cm, width of 35 cm, depth of 50 cm 
and mass of 24 kg). Moreover, possibilities of transporting the wounded on stretchers 
(width of 60 cm, length of 220 cm) were considered. It was assumed the platform 
should transport 10 ammunition boxes or 8 backpacks (payload 240 kg).

Conclusions. The developed conception will be the basis to building mobility 
demonstratives, which will allow for verifying the assumptions and for final shaping 
of the logistic support robots, which could – in the nearest future – become a part of 
equipment of the Polish military forces.

Acknowledgements. This work was conducted within the framework of the project 
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Introduction. Overcoming the engineering obstacles is an extremely difficult, complex 
and dangerous task, because the barriers are assumed to be protected (defended) by 
enemy fire and they consist of a variety of obstacles including:

•	 minefield barriers;
•	 wire obstacles, fences, picket holdfasts, steel hedgehogs, concrete blocks, e.t.c.;
•	 ground fortification barriers – antitank ditches, sidehill cuts, embankments 

and flooding.

Their breaching and clearance them requires ability to: making the lines in 
minefields by the explosive method; minesweeping; marking them; making lines in 
embankments and crossing ditches. 

Combat engineer equipment. Because of the opponent’s influence to making 
lines there are normally used manned, heavily armored tracked vehicles equipped with 
different attachments, tools and kits. The most popular are:

•	 mine-clearing line charge;
•	 mine plough, mineclearing rollers, flails;
•	 manipulators and excavator attachments;
•	 dozer and loader attachments;
•	 assault bridges.

Usually attachments and tools are grouped together creating specialized vehicles 
built on the basis of MBT (Main Battle Tank). Most commonly mine ploughs are 
grouped with mine-clearing line charge forming overcome mine barriers vehicles 
(mine-clearing vehicles) while manipulators and dozer or loader attachments create 
the vehicles making lines in other barriers. 

Making line in extensive engineering obstacles therefore requires: mine-clearing 
vehicle, breaching vehicle, earthmoving vehicle and assault bridge vehicle. The weight 
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and the size of these vehicles is dictated by the need of the crew protection and it is 
not necessary for most of these tasks from point of view demanded capabilities and 
their stability. However large weight and dimensions limit their agility and mobility. 
Introduction of the remotely controlled combat engineer robots allows to reduce their 
weight, improve terrain mobility and also reduce the risk for crews [2,3,6]. 

Problems and restrictions of robotization. The limitation of robotization mainly 
depends from the current level of technology development [1,4,5,7]. Contemporary 
robots can successfully carry out repetitive activities – however they are not capable 
of autonomous actions requiring the robot to acquire new information, their analyses 
and decision making. These processes require the development of artificial intelligence. 
Currently used robots in order to fulfill unique tasks, requiring decision making must 
be controlled by man. If they work in direct operation’s environment it is a sufficient 
solution to use remote control - the operator directly assesses the environment and 
controls all movements or its sequences. In case of operation at the greater distance or 
the occurrence of danger to the operator – the teleoperation is used. This means that 
the operator makes decisions and controls the robot based on the image obtained from 
the robot cameras. The remote control, especially teleoperation limited the operator’s 
perceptual abilities in the area and of robot environment and location assessment and 
its working movements due to: 

•	 delays occurring in the transmission path of the control signals;
•	 delays in image path of the robot’s surroundings; 
•	 limited viewing angle of the teleoperation system cameras;
•	 usually lack of stereovision - allowing quick distance assessment;
•	 too low image resolution due to the limited bandwidth output; 
•	 no fillings of longitudinal and lateral inclinations of the robot and 

accelerations acting on the robot;
•	 no fillings contact between the robot and the ground;
•	 no fillings of vibrations and noise - allowing to assess the condition and load 

of the robot.
Limiting barriers requires the development of tele-presence technology.

Conclusion. Eliminating crews will allow to carry out the tasks by smaller and 
more mobile robots and it will increase the safety during completing tasks. Because 
in a remote control system, the productivity of machines in a teleoperation system 
is usually lower than in the case of direct control the tele-presence and new obstacle 
negotiation’s technologies which make better use of the possibilities of relatively light 
robots should be developed. It is also necessary to develop the theory of managing of 
robot’s teams, which will increase the efficiency of breaching the obstacles. 
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Introduction. Modern military conflicts and actions, such as the conquering of Mosul 
in Iraq, Rakka in Syria and operations in Donbas, provide evidence to the rising role 
of using mine gropus, mine traps, as well as IEDs. In offensive actions IEDs and mines 
placed on roads and main communication routes prove to be of utmost importance, 
especially in cars and on roadsides (including buildings in direct proximity of streets). 
They are, however, the main source of losses in both combat techniques and live forces.

Recent years have witnessed a rapid development of engineering platforms (also 
known as engineering robots) and the range of their usage. It is currently predicted 
that they will be exploited in assimetrical actions, conflicts of low intensity and more 
classical combat actions. They are mainly used in following areas:

- engineering support of patrol actions of military subunits;
- engineering support of combat actions in urbanized areas;
- engineering patrol and maintenance of roads;
- realisation of EOD/IED tasks.

  Investigation Results. The most complex tasks, possibly requiring whole groups 
of robots, are patrolling and maintaining roads – including clear-ups of mines and 
clearing the roads. That introduces the necessity of reconing and neutralizing any 
hazards on the road, the roadsides, as well as in the closest surrounding areas. 

According to the conducted analyses, it is vital to be equipped with 3 types of 
engineering robots in the least: 

- heavy engineering-recognizing robots;
- heavy engineering-intervening robots;
- light or medium-weight engineering-intervening robots of high mobility;
- UAVs (Unmanned aerial vehicle), used for scanning areas in front of motorcades 

and finding general hazards.
The task of the heavy engineering-recognizing robots is to find and mark points 

which are highly probable to be mines or improvised devices in either the crown of 
the road or its surroundings. An elementary kit of sensors/detectors should allow 
reckoning any threats in traffic lanes wider than 3 m. That task should be realized by 
integrated detection systems, using at least 2 types of mutually completing sensors, i.e. 
a georadar, cooperating with a magnet detector.

Finding threats on shoulders, in roadsides ditches, in culverts, under bridges or in 
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vehicles parked off the road should be facilitated by a special manipulator equipped 
with suitable cameras and sensors.

The area directly surrounding the road in a strip of 50-70 m width should be 
controlled by a special observation system. Its task is mostly finding threats EFPs or 
remote-controlled grenade-launchers. 

It is advised for the robot to have systems allowing for activating explosive charges 
in front of vehicles, as well as certain elements of electronic combat, which can protect 
the robot from remote-controlled charges.

Considering the speed and efficiency of detection systems, the robot’s speed is 
predicted to be 5-20 k/h. A low signature of the robot is highly desirable (volume, 
vibrations, ground pressure etc.), which will prevent from activating detonators. It is 
expected to allow, given favorable conditions, marking points of suspicion without the 
necessity of stopping the robot before a potential threat, thus increasing the speed of 
tasks completion up to 15-20 km/h.

Places marked by the heavy engineering-recognizing robots should then be verified 
by the heavy engineering-intervening robots. They should possess robotic abilities 
including:

- recognizing tensions (thin strings);
- recognizing antennae, cables, wires;
- recognizing explosive charges;
- picking up or pulling out objects, using a manipulator;
- excavating objects;
- removing cars and trucks (chassis, inside, trunk)
- checking culverts and bridges
- neutralizing IEDs, using different methods.
A light or medium-weight engineering-intervening high mobility robot is designed 

for completing intervention tasks in places inaccessible to a heavier robot. That can 
include places such as the insides of buildings in proximity of the patrolled road.

Conclusions. The battlefield of the future will be characterized by an increasing 
level of robotization. One should expect the introduction of entire groups of unmanned 
means, completing common tasks. For that to happen, though, there are still technical 
difficulties to be resolved. Those are mostly tied to mobility levels, detection systems, 
steering systems and manipulators. At the same time, new tactics should be developed 
alongside new technologies, in order to use them to their full potential.

ACKNOWLEDGMENT
The work presented in this article has been supported by the Polish National Center 

for Research and Development – (Grant No. DOBR -BIO4/083/13431/2013). 

Keywords: mobile robot, engineer robot, Unmanned Ground Vehicle, UGV, EOD/
IED tasks, C-IED.

References
Dąbrowska A., Konopka S., Przybysz M., Rubiec A.: Ability to negotiate terrain 

obstacles by lightweight six-wheeled unmanned ground vehicles. 10th International 
Conference ITELMS 2015, Panevėžys, Lithuania 2015 

Dąbrowska A., Jaskółowski M., Krogul P., Spadło K.: Mobility evaluation of a 
lightweight four-wheel unmanned ground vehicle with articulated steering system. 10th 



70

Marian Lopatka, Tomasz Muszynski

International Conference ITELMS 2015, Panevėžys, Lithuania  2015 
Jaskółowski M. B., Konopka S., Łopatka M.J.: Research of dynamic stability of 

articulated UGV,  Proceedings of 11th International Conference on Intelligent 
Technologies in Logistics and Mechatronics Systems ITELMS’2016, Medimond 
Publishing Company, Panevėžys, Lithuania 2016, 

Patrick Lin, Ph.D. George Bekey, Ph.D. Keith Abney, M.A.: Autonomous Military 
Robotics: Risk, Ethics, and Design. Department of the Navy, Office of Naval Research, 
under awards # N00014-07-1-1152 and N00014-08-1-1209 December 20, 2008

Cedric Richardson : JIEDDO’s Robotics Programs. Military Robitics Summit.  
Washington 29 August 2012 DC,USA, 2012

Robotic and autonomous system strategy. U.S. Army Training and Doctrine 
Command 950 Jefferson Ave, Fort Eustis, VA 23604 March 2017

Dr. Paul Rogers: Future Ground Vehicle Robotics. US Army Tank-Automotive 
Research Development and Engineering Center. 15 July 2015

Uran-6 Mine-Clearing Robot, Russia, Army Technology, May 29, 2016, http://www.
armytechnology.com/projects/uran-6-mine-clearing-robot/ 



© 2018 The Authors. 
Peer-review under responsibility of the General Jonas Žemaitis Military Academy of Lithuania,  
Engineering Managing Department

The 1th International Conference Challenges to Nacional Defence in Contemporary 
Geopolitical Situation (CNDCGS’2018), 25-27 April 2018, Pabrade, Lithuania

International Conference  
and Live Firing Show-2018 

(LFS’2018)

71

Clausewitz’s Trinity and Contemporary Low Intensity 
Conflicts (Theoretical Approach)

Leonas Lukoševičius
The General Jonas Žemaitis Miltitary Academy of Lithuania, Silo g. 5A, LT-10322 Vilnius

Introduction. The Clausewitz’s paradoxical Trinity, which, in simplified way, could 
be described as Army, Government and Population, from the first glance might be 
applicable mostly to the conventional warfare. When Clausewitz wrote this definition 
in his book “on War” in the nineteenth century, the battles were fought in linear manner 
of mass armies, if using nowadays terminology – in the First Generation Warfare. The 
war itself has been seen as a clash between the states. Even the following generations 
of warfare (Second, Third Generation) also were wars between or among the states as 
well. According to the military thinker Williams S. Lind, the Fourth Generation war: 
“seems likely to be widely dispersed and largely undefined; the distinction between 
war and peace will be blurred to the vanishing point... Success will depend heavily on 
effectiveness in joint operations as lines between responsibility and mission become 
very blurred.”

Clausewitz’s ideas are still relevant in contemporary military campaigns. The 
successful military commanders and political leaders had to understand how the 
Trinity’s entities are interconnected. This understanding allowed them to focus their 
efforts in order to achieve their political and military goals and their desired end-states. 

The importance of the Trinity and the Centre of Gravity is clearly seen, due to their 
close link with one another. While the Trinity is more philosophical approach to the 
war, the Centre of Gravity is more practical tool, used by commanders in planning and 
designing of the military campaigns. 

A war itself is not something static or easily understood by applying formulas 
or mathematical equations but is constantly changing action in time and space. 
Clausewitz’s given definition of war in his book on War there are three entities of war: 
“primordial violence, hatred, and enmity;” “… the play of chance and probability;”“… 
and war’s element of subordination to rational policy.”(Clausewitz C., 1989, p.89)

Even though, these three entities are different by their nature of actions, they never 
stand alone and are closely interconnected. They have to be balanced and have to be in 
support of each other in order to achieve the common goal. 

The Centre of Gravity (Schwerpunkt): “is the hub of all power and movement upon 
which everything depends” (Clausewitz C., 1989, p.89). That means that the Centre of 
gravity is a source of all powers. The Centre of Gravity is closely linked to the Trinity. 

The understanding of relations between the Clausewitz’s Trinity and the Centre 
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of Gravity will allow commanders at all levels to achieve the desired end-state of 
the operation. During the campaign the Centres of Gravity may change and require 
commanders to change their focus and adjust their plans towards the new Centre 
of Gravity, otherwise the campaign may get extended in time and/or will lead to the 
failure or the heavy losses of the own troops.  

Planning and designing campaigns commanders have to fully understand the 
operational environment: “How key groups in the society are organized, relationships 
and tensions among them, ideologies and narratives that resonate with the groups, group 
interests and motivations, means by which groups communicate the society’s leadership 
system.” (FM 3-24, 2006, pp. 1-18) Without this comprehension the commanders will 
be not capable to implement intelligence due to improper understanding. Proper 
intelligence is a key in the overall success of the operation. 

Contemporary Low Intensity Conflicts are seen as the series of engagements with 
their latent phases and may last for decades; therefore, the Clausewitz’s Trinity is still 
relevant in low intensity conflicts due to their complexity. Its close link with Centre 
of Gravity as well as Operational Environment provides the understanding for the 
commanders and/or political leaders in the campaign planning. 

 The success of operation heavily lies on population trust and support of the 
government. To achieve this, every government has to assure population’s human 
rights, fulfilling its basic needs, such as food, water, shelter, healthcare, as well as 
freedom of worship and women rights. Those governments, which fulfilled those basic 
needs, were successful, due to population’s will to support government.  
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Introduction. The advantage of narrative structure over discourse is that narrative 
structure is specific to narrative. Discourse relations are common across domains. Thus 
narrative structure is well-suited to such tasks as narrative analysis and generation. 
Information about narrative structure could also be useful in education/teaching (e.g. 
automatic essay grading [8]) or detecting which blog posts (or Facebook, Twitter, online 
forum message, etc.) or news articles will become popular, get the most of reach or will 
spread the fastest. For example, if there are two Facebook posts about the same topic 
and written by equally well-connected persons, and one goes viral while the other does 
not, can we identify if there is something about the way the popular post was written 
that makes it a more effective narrative? Also, narrative structure could be useful for 
evaluating public opinion about certain ideas, events or people – their functions and 
roles as society perceives them.  

We attempted to visualize the latent structure of narrative via sentiment analysis. 
Instead of shifts in narrative in terms of the topic or subject, we employed emotional 
shifts to mark the narrative movement [3]. In our research of narrative we follow Victor 
Shklovsky [2] and Vladimir Propp [8] who divided narrative into two components: the 
fable/story (“fabula”) and the plot (“syuzhet”). Plot refers to the technique of a narrative 
(structuring of the text) and fable (or story) is the chronological order of events [5]. 
Thus plot is concerned with the linear progression of narrative [1], [9]. Fable takes into 
consideration the specific events of a story. We focused on plot (the organization of the 
narrative) for visualization of narrative structure.  

Method of investigation. We used variant of sentiment analysis for our experiment. 
Sentiment analysis uses natural language processing, statistics, or machine learning 
methods to extract, identify or characterize the sentiment content of a defined text 
unit. It determines a text is positive, negative or neutral. It’s also known as opinion 
mining, detecting the opinion or attitude of a speaker/writer.

1 * Corresponding author. 
E-mail address: justina@bpti.lt
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Our experimental setup and procedure followed the one described in [3]. For 
visualization of narrative structure we also used a dedicated R package for that purpose 
– Syuzhet [6]. It was applied for the extraction of sentiment and sentiment-based plot arcs 
from text. This process involved a controlled vocabulary of positive and negative sentiment 
markers and a machine model trained to identify and score chunks of text as positive or 
negative. We also attempted to identify prevailing emotions (anger, anticipation, disgust, 
fear, joy, sadness, surprise, trust) in the text. For our experiments we constructed dictionary 
(work in progress) addressing sentiments and just mentioned emotions. It is based on 
online Lithuanian synonym dictionary2 and Lithuanian Wordnet [4]. 

Investigation Results. Our experimentation included variety of text samples – fiction, 
news articles and transcriptions of parliamentary sittings of the Lithuanian Parliament. We 
had a success in detecting emotional shifts (from positive to negative and vice versa) in our 
text samples. Produced graphs allowed quick look into emotional valency at the sentence 
level as well as emotional representation of the text, i.e. generated diagrams allowed to 
look into emotions present in the given text as well as their prevalence (in percentage).

Conclusions. The results of our experiments using the above mentioned technique 
for visualization of narrative structure appeared promising for the more extended study 
in automatic narrative analysis. However, we our experimentation was limited by our 
dictionary developed for the purpose of narrative structure analysis that is currently 
work-in-progress. Thus our future plans include more comprehensive dictionary as well 
as adaptation of the experimental setup to be suitable for the texts in non-standard 
language, e.g. Facebook messages, internet comments, etc.

 
Keywords: computational narrative analysis, visualization of narrative structure, 

sentiment analysis, narrative movement, emotional shift.
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Design of Electromagnetic Rail Powered Missile for 
Penetrating Missile Defence System

Hari Prasanna Manimarana1, Naga Manikanta Kommanaboinab, Mastan Raja 
Papanaboinac.
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Introduction. The idea of using electricity in place of gun propellant to launch 
projectiles is not new. It can be traced back at least as far as 1846, and there were short 
periods of productive research. One type of electric gun, the railgun, has demonstrated 
in the laboratory that it can achieve velocities of 2000-3000 m/s considerably above 
those normally achieved in conventional propellant guns. Such velocities can provide 
increased armor penetration and outmanoeuvre interceptors [1].  Each territory is 
protected by missile defence system (MDS). Entering the MDS is the challenging stage 
for any missile fired towards the target. As the launched cruise missile reaching the 
missile defence system shield, the heat signature of the exhaust captured by infrared 
(IR) satellite and the trajectory is sensed by the MDS radar. The velocity and flight 
path are measured and the interceptor missile are fired towards the cruising missile. 
The design of new kind of missile varying velocity and without heat signature can 
counteract the interceptor missile launched from MDS batteries.

Mission Design. The first stage is solid motor that propels the missile towards 
the target from the Launchpad. During the missile defence shield entering stage, 
onboard computer receives signal from Missile approach warning system (MAW) for 
the interceptor missile. The second stage of the missile is projectile launcher equipped 
with electromagnetic rail power by the electric power, pushes the projectile at high 
velocity towards the target. Flight control surface alter the attitude for the projectile 
trajectory. Solid motor acts as suicide missile for the incoming interceptor missile. The 
velocity of the projectile is higher than the velocity of missiles used in MDS makes it 
agile towards the target. Due to absence of exhaust, this high velocity projectile will not 
produce any heat signature.

Principal of working. Second stage projectile launcher works based on the Lorentz 
force created by the electromagnetic rail connected to the onboard power system. This 
rail makes the launcher behave as an electromagnet, creating a magnetic field inside the 
loop formed by the length of the rails up to the position of the projectile. In accordance 
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with the right-hand rule, the magnetic field circulates around each conductor. Since 
the current is in the opposite direction along each rail, the net magnetic field between 
the rails is directed at right angles to the plane formed by the central axes of the rails 
and the projectile. In combination with the current in the projectile, this produces a 
Lorentz force, which accelerates the projectile along the rails and accelerate forward 
with high velocity [2]. Electromagnetic rail converts electric power into kinetic energy 
by creating a magnetic field that accelerate projectile.

Conclusions. The following results of our design:
•	 Hyper velocity projectile launched towards target by electromagnetic rail 

mounted on the second stage of the missile;
•	 Projectile travels on kinetic energy produced by the electromagnetic rail avoids 

heat signature;
•	 Projectile escapes from interceptor missile and hits the target.

Acknowledgements. The design of this missile is inspired from the US navy railgun 
project designed by BAE SYTEMS and GENERAL ATOMICS. Authors thanks full to 
KTU online library and IEEE journals.

Keywords: electromagnetic rail; Lorentz force; right hand rule; missile defence 
system; interceptors; infrared signature.
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Introduction. Lithuanian defence is a component part of national security. The main 
purpose is to create a favourable international security environment for Lithuania. 
Defence and security institutions system interaction, management and administration 
methods, the modern technology solutions – are doing big influence for making 
decisions and realization. Contemporary position to modern defence technology and 
their management is making a significant influence to the national security. These 
processes are controlled by defence policy principles. 

The participation in democratic state creation is becoming more and more 
important to every citizen. The combat field and technological solutions are constantly 
changing. According to national cyber security, the problematic research field consist 
of: awareness, financial resources, technological solutions, government policy decisions 
and citizens’ competencies. Only active, creative citizens, sustainable financing, state-
of-the-art defence technologies, ability to manage these technologies in a timely and 
proper manner, non-confrontational policies can adequately secure the cyber security 
of the national security and NATO Alliance security.

Method of investigation. A qualitative study was carried out, to assess the cyber 
security integrity and cyber security enhancements. The empirical study of the tasks 
set out in the research was carried out using the expert assessment method. “The 
expert assessment method is a specially selected group of people who are skilled in 
a particular field, a specific type of survey.” [1]. Depending on the requirements for 
the information received, expert evaluation can take various forms - from a group 
discussion of these individuals, to an anonymous questionnaire survey. In an empirical 
study, in order to assess the expert opinion in this aspect, an anonymous questionnaire 
survey was selected. This form has been chosen because it is the most appropriate 
method for getting a lot of missing information in a relatively short time.

Investigation Results. The results of the importance of cyber security for national 
security has shown that cyber security is directly related to national security and has a 
decisive influence over it. Analyzing the modern national security of cybernetics and 
assurance, the study found that modern technologies and cyberspace are integral parts 
of the direct functioning of national security of the countries, because the security of 
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cyber space is protection of information from intruders, which is significant for the 
defence of cyber security, democracy, economy and state governance.

Conclusions. The results of our investigations show us that the national security 
is directly dependent on cyber security, which is supported by modern defence 
technologies and citizenship. Substantial further research is needed on strengthening 
the security potential of the cyberspace and the development, deployment and 
management of smart technologies use.

Key words: modern defence technology, national security, cyber security.
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Introduction. An inspiration for taking up a study on the plastic material issue were 
research in Military University of Technology on tires of road wheels for motor vehicles 
containing graphene. The tests showed improved adhesion and performance compared 
to the non-graphene tires. Currently research is being carried out in many scientific 
centers on the use of graphene properties i.a. microwave absorption properties) [1], 
high thermal conductivity and stretchability [2]. The goal of the conducted research 
was to determine the influence of the content of reduced graphene oxide (RGO) flakes 
on the structure and static tensile strength.

Method of investigation. The research on functional properties was subjected to 
silicone-graphene developed in cooperation with the Biomedical Engineering Center, 
Institute of Optoelectronics, Military University of Technology and Topsil Global 
company. Structural investigations were performed using the Quanta 3D FEG scanning 
electron microscope (FEI company). The experiment to determine the chemical 
composition was made by laser emission induction spectroscopy (LIBS) method. 
The laser beam was focused on the material samples causing its ablation, followed by 
heating and ionization of the occurring vapors and plasma generation. Created plasma 
was a source of strong continuous and discrete radiation, characteristic of atoms 
occurring in a given sample. Tensile strength tests were carried out on the Instron 
8862 pulsator. Spectral analysis of Raman spectra was performed on a Nicolet iS50 
spectrometer from Thermo Fisher Scientific company. This device is used to measure 
scatering spectra in the mid-infrared range and qualitative and quantitative analysis 
(resolution  4cm-1, the range of measurements  4000-350 cm-1).
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Investigation Results. The work presents structural, spectroscopic and strength 
tests as well as LIBS chemical composition analysis of a silicone-graphene composite. 
In the visual assessment, silicone-graphene was characterized by homogeneity, 
however, microscopic analysis performed using optical and scanning microscope 
showed numerous flakes of reduced graphene oxide (RGO) (Fig. 1 a, b), also located 
on its surface (Fig. 1 c, d).

   

 

Rys.1. Morphology of the silicone-graphene surface

Static tensile test of silicone containing reduced graphene oxide (RGO) flakes did 
not show any effect on static strength compared to non-RGO silicone.

All analyzed by Raman spectroscopy samples were characterized by typical spectral 
bands in the 2900-2970 cm-1 range, derived from the C-H cyclic alkanes stretching 
vibrations, which are part of the siloxane structure. In the 1590, 1350 cm-1 area, RGO 
bands were observed what is an conformation of their presence in the silicone structure.
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Rys.2. Raman spectra of the silicone-graphene

Analysis of the chemical composition made by LIBS spectroscopy also confirmed 
the presence of carbon from RGO bonds.

Conclusions Conducted structural and spectroscopic studies confirmed the 
presence of RGO in silicone-graphene. The static tensile test showed no negative 
influence of the reduced graphene oxide flakes on the tensile strength. 
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Abstract. Combat tracked vehicles have an important position in the nowadays military 
operations. During last 15 years a battle field has changed. There is no regular army 
in the opposite side. The “war” has changed from the “regular battle” into a guerrilla 
and combat in the urban area. Improvement of the vehicle protection is current trend 
in construction of the combat vehicles because saving of the lives and reduction of 
causalities are the primary goals of commanders. Improvement of vehicle protection 
increases the vehicles weight and negatively influences a vehicle mobility. Increasing 
of the vehicle weight raises the stress of the power unit, transmission, suspension 
mechanism and vehicle propulsion track. From this point of view construction 
of the track line mechanism and suspension mechanism should keep up with the 
improvement of the protection.

Introduction. Combat tracked vehicles have an important position in the 
nowadays military operations. Massive protection, huge firepower and excellent 
obstacle negotiation are their main advantages. Direct combat support is their primary 
purpose, yet utilization of the tanks as escort vehicles of convoys was found very 
effective in the Afghanistan. Utilization of the combat tracked vehicles brings the 
“emotional” effect on the opponent units, too. On the other side the battle field has 
already changed. We do not expect tank battles like in 2nd world war. Nowadays we 
face up to terrorism. There is no regular army in the opposite side. The “war” has 
changed from the “regular” into the guerrilla and combat in the urban area. Assault 
rifles, RPGs (Rocket Propelled Grenade), mines, IEDs (Improvised Explosive Device) 
and suicide attacks are the main terrorist’s weapons. 

Ally units had to change the tactics and the construction of the vehicles. Saving 
of the lives and reduction of causalities are the primary goals. Protection, firepower 
and mobility are the main vehicle capabilities. Improvement of the vehicle protection 
is current trend in construction of the combat vehicles. Utilization of the additional 
and slat armour are typical solutions in operations. On the other side utilization of 
additive armour increases the vehicles weight and negatively influences a vehicle 
mobility. Increasing of the weight raises the stress of the power unit, transmission 
system, undercarriage and vehicle propulsion track. This means that we have to focus 
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on the vehicle mobility change during the modernization process or during the vehicle 
improvement. Not only protection and firepower influence the vehicle survivability. 
Unfortunately nowadays the vehicle mobility change is not seriously take into account 
during the vehicle development, yet without the analysis of the vehicle mobility a 
producer is not able to manufacture a balanced vehicle.

Keywords: Suspension, track line, combat tracked vehicle, development.
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Introduction. The NATO countries represent political and military Alliance covers 
29 members. From the long term point of view, only a small group of the 29 countries 
fulfils the recommended values of allocating 2% of GDP at minimum in favor of 
defense. This paper has provided an empirical analysis of the determinants of military 
spending in the selected NATO countries for the period from 2001 to 2016. Empirical 
studies [1], [2] aimed at identifying military expenditure determinants classify those 
determinants into groups of economic factors, political factors and strategic factors. 
The first group of variables, marked as economic factors contains variables like the 
amount of GDP per inhabitant, GDP growth and fiscal variables. The political factors 
include variables like the quality of democracy, voting system, form of government, 
ideology and finally strategic factors covers variables describing security environment 
by civilian war risks, terrorism risk and by previous participation of countries in armed 
conflicts and participation of the country in a certain type of Alliance. We focus on 
modeling military expenditure in following 7 countries: Visegrad group countries 
(Czech Republic, Slovak Republic, Hungary and Poland) and Baltic states (Estonia, 
Latvia and Lithuania). Data from database SIPRI (Stockholm International Peace 
Research Institute) and PRS (Political Risk Service Group) are used. The aim of the 
contribution is to describe development of military expenditure (a percentage of GDP) 
by selected economic and security determinants, such as a risk for inflation, a risk 
for GDP per capita, a risk for foreign debt, a risk for terrorism and a risk for foreign 
pressures.    

Method of investigation. We analyze data from 2001 to 2016. Time series under 
scope are too short for applying a vector autoregressive model, or a vector error correction 
model [10]. We employ autoregressive distributed lag model ARDL(p,q1,q2,…,qk), 
where p is the number of lags of the dependent variable tY , kqqq ,,, 21   are numbers of 
lags of explanatory variables itX , ki ,1,2,=  . The model can be written as 

1	 * Corresponding author. Tel.: +420 724 692 558.
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where tε  is a one-dimensional zero mean error term. It is possible to transform the 
model into a long-run representation showing the long run response of the dependent 
variable to a change in the explanatory variables. The long run estimates are given by [3] 
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The ARDL approach offers except for the dynamic description also testing of 
cointegration. The cointegrated system of time series can by estimated as ARDL model 
with the advantage that variables in cointegrating relationship can be either (0)I  or 

(1)I  without needing to specify which are (0)I  or (1)I  [4].

Investigation Results. Estimated parameters of ARDL models of 7 analyzed 
countries are summarize in the table 1. The strategy of model selection was based on AIC 
criterion and the parameters significance. The values of R2 are close to 1, which means 
that all models are able to describe time series of military expenditures satisfactorily. It 
can be shown that long-run relationship exists, time series are cointegrated. Except for 
Poland, military expenditures are positively linked to previous value. One can see that 
estimated models differ, economic and security determinants are not the same. 
   

										        
Table1

Estimated parameters of ARDL models

Variable CZE SVK POL HUN EST LVA LTU
Milext-1 0.492 2.871 -0.349 0.730 0.512 0.273 0.415
Inflationt 0.026 0.796 0.102 -0.054 -0.189 0.191
Inflationt-1 -0.158 -0.244 0.175 0.077
GDPt -1.360 -0.248
GDPt-1 0.402 -0.326
Debtt -1.155 0.066 0.207 0.169 0.183
Debtt-1 0.482 0.234 -0.341

Terrorismt -0.685 0.404 -0.015 -1.796 -0.813
Terrorismt-1 1.676 -0.120 -0.349 1.041 0.090
Foreign pressurest 0.550 0.464 -2.416 -4.252
Foreign pressurest-1 0.473 -0.699 0.690
Const. 0.130 -8.501 -1.263 1.504 10.107 11.973 5.673
R2 0.970 0.997 0.867 0.958 0.809 0.986 0.983
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Conclusions. The following results of our investigation were obtained:

•	 Autoregressive distributed lag model are able to descibe analyzed  time series 
of military expenditures and describe the relationship with other regressors, 
such as a risk for inflation, a risk for GDP per capita, a risk for foreign debt, a 
risk for terrorism and a risk for foreign pressures;

•	 Military expenditures are strongly correlated with their previous values;

•	 Estimated models reveal different determinants of military expenditures in 
analyzed countries.
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Introduction. To have the most precise possible knowledge about the area we aim to 
work in is one of the basic conditions and prerequisites for a successful completion of 
the assigned task. There is a  large number of tasks, whose character determines not 
only applicable means for acquisition of relevant data, but also their limits. One of 
such means could be the unmanned aerial vehicles (UAV), a phenomenon that might 
present an altogether new platform for collecting a wide spectrum of environmental 
data. This ranges from creation of artistic photography, through online surveillance of 
a specific area, scanning of localities for the analysis in GIS interfaces or meteorological 
application. The widest employ of UAVs is in the photogrammetry field, controlling 
activities in places with difficult accessibility and for obtaining photo documentation 
e.g. during crisis management. The expansion of this domain is documented by the 
fact, that the International Civil Aviation Organization reacted through the issue of 
Annex 2, Appendix 4, which restricts (regulates) the use of UAV. There are also new 
programs in development that will enable processing of images from those vehicles. 
The outcomes may be of relatively high quality, even if a given UAV is not equipped 
with a cutting edge technology. And more importantly, the results can be available in 
a very short time comparing to the conventional technologies (aviation and satellite 
photography).
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Introduction. The knowledge of basic meteorological parameters such as vertical 
profile of pressure, temperature, humidity and airflow speed and orientation, that 
describe the state of atmosphere in lower levels, is crucial in terms of understanding 
the atmospheric behavior for a given period and consequently also for creating the 
weather forecast. There are several ways of obtaining such data. A majority of them, 
however, is in principle more complex and therefore more costly than measurements 
carried out on the ground within the terrestrial network of meteorological stations. In 
the past few years, the use of unmanned aerial vehicles (UAV) started to occur for other 
than camera related purposes. A broadening of measurement techniques through the 
aforementioned UAV is one of the newest trends of today. This way of data acquisition 
could be classified as a local measuring technique and direct method. Depending on 
the character of use of the unmanned platform, it could gather data from a significant 
part of low troposphere.

Method of investigation. Our unmanned vehicle falls into category of controllable 
vehicles heavier than air with rotary wings with electrical engine weighting less than 
7 kg. 

Due to its structure, the UAV Robodrone SuperHornet pertains to multi-
engine vehicles (quadcopters). Besides the usual components, it also incorporates 
a telemetric module, suspension camera and meteorological data acquisition unit. 
Thanks to the used engines and accumulators, the stamina of our vehicle amounts 
to 20-25 minutes, 10 minutes of which would be a safety reserve. For practical 
application, it is therefore counted with a flight of around 15 minutes. The concept 
of the vehicle allows flying under conditions such as high air humidity (rain) or a 
wind no greater than 20 m/s. Its vertical speed had been limited to 5 m/s, taking 
into account the capacity and discharge rates of accumulator. Bearing that capacity 
in mind, the flights could be, theoretically conducted up until around 8200 ft 
(2500 m) above ground level (AGL). In respect of legislative limitations we can fly 
the vehicle in experimental mode in several designated areas up to 5000 ft (1500 
m) above mean sea level (AMSL) provided a reserved air space of 3 km radius.   
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The aim of the experiments is to approximate to the measuring conditions of 
meteorological balloon probe. The flights consist of a simple constant-speed ascent 
to the maximum height and back, while holding the same geographical coordinates. 
Even at the designing phase, it was clear, that the air turbulence around propellers 
would cause diversions in measured values, especially in the case of temperature. In 
order to stave off this negative effect a cheap meteorological data acquisition unit had 
to be installed. It serves to determine the impact on each given sensor and to find an 
appropriate location so that the impact in the course of flight is minimal. The key point 
in the development stage turned to be the choice of sensors with a very small time 
constant, as only the proximity of ground before the take-off can heat up or cool down 
the sensors by several degrees. 

At present, the drone is fitted with pressure and humidity sensor BME280 by 
Bosch, which communicates via I2C interface. It measures humidity from 0 % to 100 
% and pressure from 300 hPa to 1100 hPa with definition 0,008 % for humidity and 
0,18Pa for pressure. The precision in the case of humidity is ± 3% and ± 1Pa for the 
pressure. Additionally, it comprises a platinum temperature sensor 701-101BAA-B00 
by Honeywell with measuring range of -70 °C to 500 °C and definition that thanks to 
the used processing chain amounts to 0,001 °C. At this point, the air direction and 
airspeed data are not usually available, but we try to obtain those experimentally 
through calculation from measured position angles. The preliminary results are quite 
promising.

Investigation Results. The comparison of temperature and relative humidity 
during flight was performed on three locations - airport Brno Medlánky, military 
training area Libavá and aerological station Prostějov. The testing focused on the 
different placement of sensors. When the measured data could not be compared to 
the real data and the tests were only limited to repetitiveness of value retrieval during 
different flight conditions, the tests pursued the accord between measurements taken 
during vertical ascent and descent with varying vertical speeds. Since there is usually 
no significant change of meteorological conditions in the course of minutes, the values 
obtained at the same position should correspond. 

For a more precise comparison, however, it is necessary to perform the comparison 
with real data. This took place in Prostějov, where the drone and meteorological 
probe with sensors by company Vaisala placed on a balloon were made to take off 
simultaneously. Another advantage of this measurement was the fact, that an identical 
probe to the one placed on the balloon could have been placed on the drone too. A 
complication to such comparison though is constituted in the raw-data processing 
from Vaisala in software on a processing device. A limitation of the comparison with 
upper-air sounding is the interval: only twice a day (every 12 hours), while utilization 
of supplementary probes is financially very demanding.

Another possibility for comparison would be to use a 250 m high meteorological 
pole in Křešín (Pacov area), on which the sensors are positioned by every circa 50 
meters. This distance is very rough, but the pole gives an advantage, that during one 
day several comparison measurements may be carried out. This possibility is though 
still in negotiation.

Conclusions. The development and comparison brought about the following 
results. The selected temperature sensors have a considerably lower inertia than the 
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ones originally tested. Instead of one, there are two sensors installed on the drone (one 
up, the other down), so that the varying influence of the drone on the temperature 
measurement during ascent and descent is eliminated. The development phase also 
exposed some software problems, which contributed to an incorrect determination 
of flight height. It appears (not only in comparison with Vaisala probe), that in order 
to get the real data with requested precision the collected data will have to undergo a 
post-processing. Another problem encountered during temperature measurement is 
a variable offset. Similarly, to the case of Vaisala probes, a calibration / temperature 
levelling will be necessary to do before the flight so that the corresponding values may 
be collected.
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Introduction. A force protection and preservation of the mobility are ones of the 
most important issues which must fulfill the military equipment within the battlefield 
or widely, on the combat zone. The combat vehicles, means of conveyance or equipment 
of supporting units must be designed with taking into account their destination and 
basic tasks that should be done. In each case they move through the combat zone on 
roads, tracks or cross-country, when the ability to move in the last one case is always 
necessary. Nowadays, the requirements of appropriate protection level are defined not 
only for combat vehicles, weapons carriers or personnel carriers but also as an option for 
logistic vehicles operating in areas when can be endangered by fragments from artillery 
indirect fire or rifle firing. Additional armor always increases the total weight of the unit 
and make worse the ability of forces to movement on the battlefield. For this reason, it 
is necessary to use on a ballistic armor protective system the novel lightweight materials 
like ceramics, composites or nanomaterials. They are characterized by higher level of 
protection simultaneously with decreased specific weight. On the other hand, these 
materials are very characteristic and cannot be joined by using welding technologies 
and other are insufficient. Therefore, full-sized elements of structure like crew hatches 
or ramp doors are manufactured, otherwise shaped protective panels are mounted  by 
using screws, rivets or special mounting systems. The weight of military vehicles is 
increasing despite the use of new protective materials. For this reason, self-supporting 
structures of the vehicles or frames are designed and made of high strength steels. The 
usage of steel is necessary because it is much better weldable than other structural alloys.

Composites, ceramics and nanomaterials. The exigency to ensure suitable level of 
mobility and protection cause that many modern protective materials are developed. 
Homogenous steel armors occur nowadays mainly in old structures and they have 
low efficiency against kinetic energy penetrators and high-explosive anti-tank (HEAT) 
warheads. For this reason, the new layered armors were developed and they consist of 
a few different layers of steel, ceramic or composite. The ceramics are characterized 
by an extremely high hardness. Consequently, a penetrator is damaged through 
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fragmentation or blunting but the ceramic elements crumble due their brittleness 
almost every time. What is important the ceramic is not used independently but 
always together with other materials, i.e. steel, aluminum or fibers composites creating 
composite armors [1-2]. Other group of protective materials is created by special steels. 
Except common known hard amore steels i.e. Armox [3] there were developed the 
grades of maraging or bainitic nanostructured steels [4-5]. These grades of steel have 
high hardness and what is more important ultra-high strength above 1.8 GPa with good 
ductility. The steels destroy or stop the projectile by absorption of kinetic energy and 
their dissipation in panels. Composites are the last group among the considered. They 
are mainly used in the body protection solutions or in lightweight military vehicles. 
The composites have different configurations from above mentioned ceramic-metallic 
system to compact nano-composites joining various materials to achieve lower weight 
and higher protection [6]. One of the specific solution of light materials with higher 
ballistic resistance are laminates from alloys of titanium and aluminum obtaining by 
explosive welding [7-8].

High strength steels. Higher weight of the military vehicles cause that the 
structure must be fabricated of steels with high strength and acceptable weldability. 
The yield stress of those steels reach the value of 1100 MPa or even above [9]. Besides 
the vehicles these grades of steels are utilized in special military structures i.e. the 
military assault and supporting bridges, extremely loaded elements and mechanisms 
or the trailers for heavy vehicles transportation [10-11]. Nevertheless, a production 
process exploiting welding technologies must be performed very carefully. There are 
numerous problems with connecting the high strength steel i.e. a choice of proper 
junction’s shape and welding parameters, a quality of weldments and the properties 
of a paternal material. All above factors are crucial for obtaining high quality product 
meeting all requirements.

Keywords: armour, ceramic, nanomaterials, high strength steel, 
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Introduction. Electronic warfare (EW) is currently one of the most relevant ways of 
fighting. This is a fast developing fighting technique, since modern battles use modern 
weapons and technology. And most countries, realizing that they cannot catch up with 
the modernization of their military equipment by one or other country, are investing 
heavily in an electronic warfare, which is precisely counter the technology’s advantage. 
Although the electronic warfare was used since before the First World War, this is 
quite new field in Lithuanian Armed Forces. But Lithuania should not be an exception, 
having a powerful and aggressive neighbor Russia. Electronic warfare is one of the areas 
that can help win against a more modern and powerful opponent. Therefore, it is very 
important to understand the capabilities of Russia and NATO in the field of electronic 
walfare. And further use this knowledge in order to evaluate current situation in this 
field in the Lithuanian Armed Forces and improve it. The object of the research is 
electronic defence systems capabilities. The aim of this research is to investigate the 
electronic walfare systems capabilities of NATO and Russia. 

The Concept of Electronic Defence Systems. The electronic warfare is described 
as actions taken using the electromagnetic spectrum or weapons whose main 
destructive mechanism is based on electromagnetic spectrum or direct energy (lasers, 
directed-energy weapons), in order to control the electromagnetic spectrum, to use 
electromagnetic spectrum to damage the enemy’s forces or to counter the enemy’s 
electronic attack.

Although electronic warfare has been known for a while, but the most striking 
electronic fighters have become the British warriors during the first year of the Second 
World War, when they interfered the German bomber navigation (Thurbon, 1977). 
Later during this war Germans and British realized that electromagnetic spectrum 
control was the key to the successful end of the war. Also, it is worth to mention, 
that the main breakthrough in the Second World War was when the Allies landed in 
Normandy was due to the electronic fight – the electronic communication tools were 
used in order to deceive the opponents mistakenly providing information about the 
landing in Pa-de-Calais, northern France (Williamson, 2015). It can be argued that the  
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electronic warfare tools were used more frequent in the army with the emergence of 
radio and radars, and eventually it was called electronic defense systems, which main 
goal is to disrupt the enemy’s communication and to protect the communication of 
own forces, and to disrupt or deceive the radar data.

In order to get deeper understanding of electronic warfare, it is crucial to determinate 
the components of its system. The analysis of literature revealed that system consists of 
these elements: electronic attack, electronic protection and electronic warfare support

NATO‘s and Russia’s Electronic Warfare System Capabilities. Most of the 
advanced EW equipment is currently implemented on ships and airplanes (such as AN/
ALQ-99) and the capabilities of the land forces are lagging behind. Under the leadership 
of the United Kingdom the EW units of six NATO countries have been performing 
regular exercises in order to achieve interoperability: 14th signal battalion of UK forces, 
U.S. 103d MI Battalion, the Royal Netherlands Army’s 102d EW Company, the Royal 
Danish Army’s EW Company, and the German Army’s 320th regiment. Taken together 
they amount to an estimated 3.5 thousand personnel. In general, standardization and 
interoperability issues remain a challenge within the 29 NATO nations.

A major reform of Russia’s Armed forces from 2008 to 2015 put the EW capability 
development into focus. EW units became an integral part of all formations of the 
land forces including EW sub-units in assault divisions. Currently there are five EW 
brigades and two of them in the Western Military District (in Tula and in Kursk) [6]. 
Taken together this amounts to 15 thousand soldiers. As opposed to NATO forces, 
Russia does not need to deal with interoperability issues as all the EW units, tactics and 
equipment follow the same standard and can be integrated and interchanged.

Conclusions. The Electronic warfare is described as a system, consisting of 
electronic attack, electronic protection and electronic warfare support. The aim of 
the system it is to take actions using the electromagnetic spectrum or weapons whose 
main destructive mechanism is based on electromagnetic spectrum or direct energy 
(lasers, directed-energy weapons), in order to control the electromagnetic spectrum, to 
use electromagnetic spectrum to damage the enemy’s forces or to counter the enemy’s 
electronic attack. The main criteria for assessing EW capabilities should be: human 
resources, possibilities of integration into existing system and also possibilities of use, 
frequency range, mobility and operating distance.

The analysis of NATO Electronic Warfare System revealed that most of the 
advanced EW equipment is currently implemented on ships and airplanes and the 
capabilities of the land forces are lagging behind. The main issues within the 29 NATO 
nations remain standardization and interoperability. The analysis of main EW systems 
employed by NATO was carried out.

The analysis of Russia‘s electronic warfare capabilities revealed that the focus on 
this system was put by the major reform of Russia‘s Armed forces from 2008 to 2015. 
Comparison of NATO and Russia EW systems revealed that unfortunately, but Russia‘s 
EW systems are superior in human resources, possibilities to use and frequency range

Keywords: Electronic warfare, NATO, Russia, electronic attack, eelectronic defense 
systems.
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Introduction. In case of specialized and civilian structures operated in environments 
with high risks of appearing dynamic effects of foreign particles it is extremely 
important for the material used to have the highest ballistic resistance as possible. 
One of the methods of obtaining these types of materials is to combine materials with 
different properties. Composites acquired this way are amongst the most promising 
materials with potential applications in the industry [1,2]. One of the intensively 
developed modern methods of producing layered composites (laminate) is explosive 
bonding. Composites obtained this way consist of two or more materials and often 
have unique application properties, including substantial ballistic resistance [3,4]. The 
aim of this study is to evaluate the applicability of the explosive welding technology for 
the production of a new material in the form of a laminate of titanium alloy (Ti6Al4V) 
and aluminum (AA2519) and to investigate the ballistic resistance of base materials 
and sandwich panels designed to small caliber and rifle fire during dynamic tests 
(shooting) [5-7].

Dynamic tests were carried out on plates with a thickness of 7.5-15,0 mm which  
were fired upon from Bz-7.62 mm projecting system with adjustable kinetic energy. 
The analysis of samples was carried out in accordance with the approved program and 
research methodologies, according to current standards, including the STANAG 4569 
standard [8].

Method of investigation. The concept of research of dynamic (firing) base materials 
and panels made of composite material developed assumed testing  sandwich  panels 
made by putting together panels  AA2519-Ti6Al4V  combined method  of  explosive. 
Shelling samples followed from the titanium-type missiles BZ rifle cartridge 5,56x45 
mm in conditions complying with the class II STANAG 4569.

The concept includes research:
•	 testing during the shelling of base materials AA2519 and Ti6Al4V,

•	 2) testing during the shelling of triple layered panels. Each layer of the panel 
is composed of a laminate of AA2519-Ti6Al4V thickness of 11 mm. The 
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combination  of materials of AA2915 and Ti6Al4V was executed by the method 
of explosive bonding the interlayer using an alloy AA1050 with  a thickness of 
about 0.8 mm. The distance between the layers for the first ballistic tests was 
15 mm. This study assumed fire panels from the Ti6Al4V alloy. These results 
enabled to estimate the number of layers of the panel, necessary to avoid the 
puncture. 

•	 testing  fire base materials and  firing double sheets and sextuple panels made  
of a laminate AA2519-Ti6Al4V where  the  distance  between  the  plates  was  
15  mm.  The  panels  are  configured  with  a  laminate  layer  of  dimensions 
200x120x20 mm and 200x120x7 mm. Stand for testing ballistic resistance basis 
materials and developed layers panels shown in Fig.4.Fig.5. This position used 
to fire the samples in the laboratory missiles BZ (7,62x39 mm) rifle cartridge.

Rifle 7.62mm model 1944 was placed on the bench in order to ensure that you get 
hit in the designated area of the sample. Before each test checks for proper mounting 
arms and putting the barrel axis relative to the sample. During the shot distance of the 
muzzle of the sample was 2.5 m.

Investigation Results. The mechanism of material penetration by the projectile is 
the same for each case. On the surface of the aluminum alloy around the inlet opening 
creates a crater with the effect of flaking resulting from the ejection of the material. 
During the tests, it was found that the laminate AA2519-AA1050-Ti6Al4V presents the 
characteristics of materials used for ballistic shields. Panels made of laminates in the 
initial condition show greater ballistic resistance than panels subjected to additional 
heat treatment. It has been noticed that in one and the other variant laminates due to 
multiple shots tend to delaminate. Therefore, the microstructure of bullet holes was 
investigated.  Damage to the AA2519 alloy panel is characterized by the occurrence of 
local deformations of the face of the panel layers due to the penetration of the ogive 
penetrator. The result is the occurrence of outflows at the edges of the crater formed 
resembling flower petals called frontal petalling. It is caused by the occurrence of high 
radial and circumferential tensile stresses after passing the instantaneous wave of 
stresses generated in the vicinity of the penetrator.
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Introduction. Information management for decision making already exist within 
military for many years. However, the conversion where information becomes 
knowledge remains fracture. The most valuable implicit knowledge resides in the 
heads and offices and is not always converted to retrievable formats. At the same 
time, it should be noted the growing amount of current studies within an emphasis 
on knowledge management in military. The studies take different paradigms and 
represent perspective of management, social networking, organizational psychology, 
information technology and other fields towards phenomena of knowledge in military 
and its management practices. 

The objective of this study is to review current research on knowledge management 
in military and to identify the main streams where research is performed. Although 
previous studies on knowledge management in military have presented some literature 
overviews, this study is the first to provide a systematic analysis using term mapping. 

Method. Systematic literature review is used as a method for this study. The data 
consist of theoretical, analytical and research papers retrieved from Web of Science 
(Clarivate Analytics) and Scopus databases up to 2018. The only articles covering 
knowledge management issues in military are selected for the analysis. The data 
are analyzed using the software tools for constructing bibliometric networks. These 
networks are visualized and interpreted using general trends in knowledge management 
development. 

Results. Three streams (conceptual categories) are identified in the analysis. 
The first and the biggest stream of research embodies management sciences and is 
represented by papers in leadership, strategic management as well as other field of 
military management. The papers analyze how knowledge management is used in 
planning and executing military operations. This stream provides new approaches 
developed by investigating the emerging trends for knowledge exchange in military 
decision superiority (Bannister & Byrne, 2013), as well as classical military theories are 
reexamined using knowledge management perspective (see Boe, 2014). The second 
1	 * Corresponding author. Tel.:
E-mail address: rasa.smaliukiene@lka.lt
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stream consists of papers from highly diverse fields where emphasis is made to integrate 
different approaches and develop new attitude in military knowledge management. 
The researchers take the most challenging issues in military and provide new solutions. 
As sense making, decision making and learning are identified as a major activities 
where knowledge creation take place in military (Mattila, 2016), an integration of 
these activities are a primal focus of the research. The third stream represents studies 
performed in the paradigm of system management. The stream reflects a range of 
technical solutions and best practices in knowledge management system development. 
Multiagent system to combat terrorism (Galka et al., 2009), fuzzy cognitive maps as 
a mediator in decision making (Perusich & Mcneese, 2006)  and other solutions are 
presented in the papers of this stream.

Conclusions. We conclude that knowledge management research in military is 
performed in three streams where new ideas and solutions are developed. The larges 
stream represents management science paradigm. The second largest stream is created 
by researchers from diverse disciplines. This stream represents interdisciplinary 
perspective. The last and the smallest stream is predominated by technical solutions in 
military knowledge management.   
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Introduction. The process of globalization, rapid development of technologies and 
transformations in the identity and worldview of an individual has drastically changed 
structure of the society, collective and individual identity as well as it brought about 
many problems and difficulties for governmental and educational institutions. 
Per contra, the process of globalization has raised the opposite process of society 
fragmentation based on the idea of individualization and localization. These processes 
have introduced some misunderstanding and confusion into the consciousness of both 
- individuals and society, at the same time affecting the decision making process of 
governmental institutions and military as well.

The National security strategy of the Republic of Lithuania (2017) identifies 15 
dangers, threats and risks. Contemporary threats for national security are becoming 
more complex and have more hybrid character. As the rule they are targeting the 
consciousness of individuals and of the societies because of their moral weakness. The 
human factor is the main risk and main threat for the national security conditioned 
by moral decline of consumer society. It is the biggest challenge for national states and 
their governments because off complexity and diversity of postmodern world. 

It has forced the democratic society to rethink traditional understanding of warfare 
and moral war standards expressed by the International Humanitarian Law. Traditional 
forms and methods of warfare were based on professional knowledge and professional 
moral standards which guaranteed a success in conventional war. The 2nd World War 
and war conflicts of the 20th century helped the democratic society to understand of 
“good” or “bad” warfare and “right” or “wrong” behavior of the militaries in the armed 
conflicts. Postmodern threats came out of the frames of conventional war and denied 
a traditional understanding of war. As the result, it has led the society and the military 
to some confusion: irregular warfare has erased the bounds between war and other 
military operations as well as principles of warfare and traditional understanding of 
security and defence.

It became evident that Postmodernism has changed personal identity and as 
the consequence the balance between personal identity of the individuals and the 
institutional identity of an organization: how to maintain individuality and construct 
a personal identity in the context of such a strong organizational identity as military 
one?  Now it is not so evident what is right and what is wrong because contemporary 
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threats does not keep traditional rules and “traditional” moral standards of warfare. The 
question for the majority of people is whether we really need to keep the rules fighting 
against the terrorists, against the unmanned aerial vehicles and other postmodern 
threats.

Methodology. This scientific research is based on the structuralism and post-
structuralism as philosophical theoretical background (Zygmunt Bauman, Michel 
Foucault), postmodern paradigm of the military (Charles C. Moscoss) and the concept 
of network society (Manuel Castels).

Conclusions. Mutable character of postmodern identity and the diversity of 
identities is at variance with traditional understanding of this phenomenon. The 
process of transformations and reconstruction of the identity in contemporary society 
has become the problem for individuals, society and every institution as well.

The construction of postmodern identity has encountered two mutually supportive 
and determinant phenomena - fragmentation and fixation of identity which became 
the main threat  for national security and defence   in postmodern world.

Key words: postmodernity, identity, postmodern society, postmodern Armed 
Forces, hybrid threats.
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Introduction. The colossal attention towards nanostructured materials containing 
nanoparticles (NPs) is increasing every day due to their unique size-related properties 
as compared to bulk materials [1]. Whatever they are made of, the properties, structure 
and composition of nanoparticles [2, 3] are highly important since NPs are employed 
in electronics, biotechnology, optics, catalysis and etc [3, 4]. Metal nanoparticles play a 
special part among all nanoparticles and are the most explored in nanotechnology. The 
fortunate application of nanoparticles depends upon both the synthesis and the surface 
modification of particles [1, 4]. Surface modification can improve the intrinsic features 
of nanoparticles and allow the fabrication of nanocomposites and other structures 
inexistent in nature [4, 5].

Exposure to high-energy radiation may be hazardous as well as accumulated 
radiation dose from either particle emission or high-energy electromagnetic waves such 
as X-ray or γ-ray [2, 3]. Modeling the effect of ionizing radiation on various materials 
is one of the important preparation stages aimed at development of new compositions 
for protective shields [3]. To attenuate the radiation from these kinds of exposure 
traditionally heavy metals, aluminum or aluminum-alloy are used. Nevertheless, 
protective coatings made of heavy metals or aluminum are not only bulky but also are 
capable to produce higher penetrating secondary radiation. Such radiation requires 
additional shielding, increasing the cost and the weight. Hence, at present time research 
works focused toward designing efficient, lightweight and flexible shielding materials 
for protection against radiation. Therefore, polymer-based composites are attractive for 
developing materials that can effectively attenuate radiation. In past years, the growing 
attention is paid to the employment of nano- and micropolymeric composites that able 
effectively absorb high-energy radiation [4]. These requirements are performed by the 
new optically transparent polymer nanocomposites, produced by the embedding the 
Ag nanoparticles into polymer matrix. Fabricated polymeric nanocomposites are used 
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for the formation of radiation protective coatings that in turn will cover the dielectric 
layer to secure optical transparency [4].

The main purpose of this investigation was to study optically transparent polymeric 
nanocomposites containing metal nanoparticles, to analyze X-ray attenuation 
properties in these composites and to investigate the stability of their optical properties 
after irradiation.

Method of investigation. Nanocomposites with Ag nanoparticles were produced 
by in-situ polymerization technique. Synthesis of Ag nanoparticles was carried out 
using photocatalytic reduction of silver atoms directly in a thin layer of deposited 
polymer. UV light source (Hibridas Exposure Unit MA4) used for this goal. Applied 
UV exposure time of 5 min. was enough for photoreduction of Ag ions and formation 
of silver nanoparticles. The successful incorporation of Ag nanoparticles has been 
approved and properties of the layers were examined performing UV-VIS and FTIR 
measurements. The morphology of the samples and bulk composition were examined 
in a scanning electron microscope (JSM-5610 LV) with attached energy dispersive 
X-ray analysis (EDX JED-2201; JEOL, Japan) and using optical microscope Optika 
B-600 MET. Properties of the nanocomposites were analyzed based on the following 
characteristics: the absorbed dose, mass attenuation coefficient.

Investigation results. Exploration of the optical properties of polymer composites 
has shown that Ag nanoparticles were successfully embedded in the PMMA matrix. 
The size of synthesized Ag nanoparticles was X-ray dose dependent. Though, not 
particles formation but polymer chain scission was the main process contributing 
to the deterioration of the nanocomposites optical properties. This suggestion was 
supported by the results of surface morphology examinations. X-ray radiation induced 
changes in nanocomposites are linked to the reconfiguration of their bonding structure. 
Chemical bonding structure of experimental films was investigated before and after 
their irradiation of infrared spectroscopy, which allows detection of functional groups 
and characterization of chemical bonds in a molecule. Mass attenuation coefficients 
were evaluated for the experimental samples. Estimated lead equivalent values differed 
not significantly as compared to the averaged lead equivalent.

Results. Performed research shows potential application of Ag NPs containing 
polymer composites in the implementation of surface functionalization strategy: 
analyzed and discussed X-ray induced modification processes in Ag/PMMA composite 
layers are easily transferable for the analysis of other nanocomposites containing metal 
nanoparticles. Also assessment of nanocomposites behavior upon dose rate irradiation 
might be of value in applications related to materials that are used in moderate radiation 
environment. 
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the instrument used in the research were selected based on the meta-analysis data 
of scientific sources and the specific context of the legal environment characterizing 
the situation in Lithuania [10]: national security interests, contribution of conscious 
citizens to the development of the country’s security and prosperity, information and 
cyber threats, etc. Young people (18-29 years old) born and / or raised in the digital age 
of Generation Z [4] and studying in different Lithuanian higher education institutions 
(Vilnius, Kaunas, Klaipėda)) were interviewed for the research. The subjects were 
selected by simple random sampling (n = 152)2. The research involved 32.24% men and 
67.76% women, 51.97% of the participants were studying at universities and 48.03% 
at non-university higher education institutions at the time of the research. It was 
conducted in March and April, 2018. Descriptive and inferential statistical research 
methods were used to analyse the collected data using SPSS 22 software package.

Research results. Young people that use social media are analysed from the 
perspective of different disciplines, but in the context of this research, the research 
data was analysed from the perspective of knowledge management (what, why, why, 
where and when). Research data shows that young people (aged 18-29), who were 
born and / or raised in the digital age of Generation Z, enjoy a wide range of social 
media benefits - most often social networks are necessary for them to communicate 
with their friends (95.39%), to search for information (84.87%) and spend leisure time 
(81.58%), for studies (66.45%), to communicate with family members (66.45%) and 
share photos (50.66%), for work (or business) (44.08%) and discussions (35.53%), 
to share experience (25.00%) and videos (19.74%), to look for new friends (15.79%) 
and play games (10.53%). Research data shows that the prioritization of some goals is 
related to gender (e.g., communication with family members, r = -0.246, p <0.005) or 
age (e.g., communication with friends, r = 0.281, p <0.001). On average, young people 
use four social networks (M = 3.6), the most popular of which are Facebook (98.68%), 
Youtube (93.42%), Instagram (73.03%), Google+ (43.42%).

Almost all young people (95.39%) who participated in the research have indicated 
their real name and post their personal photos (90.79%) on social networks. Also, 
most social network users have provided their exact birth date (74.34%) and email 
address (53.95%). One third has indicated their interests, a place of residence as 
well as a social status; a quarter has published their personal telephone number. 
4.61% of the participants indicated that they have provided the exact address of 
their place of residence. Almost all young people connect to their social networking 
accounts with smartphones (99.34%) or personal computers (65.13%). A significant 
proportion (14.47%), however, regardless of any security requirements, uses public 
facilities in their education or work institutions. It turned out that only 48.03% of all 
the participants while connecting to social networks pay attention to the security of 
public and unprotected networks. Half of them refrain from joining such networks 
and the rest rely on their connection passwords. 94.74% use a password to protect their 
personal profile, the rest state that it is not necessary when using a personal device that 
only he/she alone uses.

A much more problematic situation emerges when a stranger sends a friend 
request - 2.63% accept all requests and 38.82% do that sometimes. The magnitude 

2	  Limitations of the research - the generalization of findings due to a relatively small sample of research is 

not possible; the results of the research show only a trend.
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of the problem is highlighted by the fact that only more than half of all participants 
have heard about some of national security threats and risk factors (67.11% have heard 
of information threats, 64.47% of corruption, 63.16% of cyber-terrorism, 59.21% 
of terrorism, 55.26% of social exclusion, poverty, etc.). The findings of the Mann-
Whitney test show that women know about the identified national security threats 
and risk factors statistically better than males (p <0.05); in terms of educational 
institutions,  college students know about the threats statistically better than university 
students (p <0.03). Of all the participants in the research who have heard something of 
possible threats to national security and risk factors only 74.34% associate the spread 
of information threats and 65.79% of cyber threats with the use of social networks. 
More than 60% do not see any possible links between all other national security threats 
and risk factors and the use of social networks. In this regard, there are no differences 
between male and female opinions. However, regarding educational institutions, the 
findings of the Mann-Whitney test show that college students statistically see potential 
links more often (p <0.01).

Conclusions. Young people actively use social networks for various purposes 
(personal, learning, work, recreation). A statistical person, aged 18-29, has personal 
profiles on four social networks, yet most often does not adequately evaluate and link 
the use of social networks with possible national security threats and risk factors: 
relatively often accepts friend requests from little-known people, posts a lot and various 
personal information, does not deter from using public computers and unsecured 
networks. Less than two-thirds of young people have heard something of possible 
threats and risk factors; however, the impact of social media on national security is 
not considered significant. Thus, it seems that young people lack information about 
real threats presented by social networks to both personal data storage and national 
security.

Keywords: social media, national security, Generation Z
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Introduction. The UAVs in the recent history have established their significance in 
multi domain fields and has gained priority higher than ever. One of the most important 
application of the UAVs focuses on Military requirements and capabilities. At present, 
the use of UAV for military operations has accelerated development. However, in 
most cases, long endurance (Global Hawk, Predator, etc., Class III according NATO 
classification) or tactical (RQ-7 Shadow, RQ-11 Raven, vertical landing, etc., Class II) 
UAV are used. However, such UAVs are not always suitable for use in real conditions. 
As operations in Afghanistan, Iraq, and others have shown, very often it is necessary 
to have UAVs capable of carrying out operations much closer to the ground, easy to 
carry, operate under complex conditions (in the battlefield, in the event of a fire, etc.), 
rapid launch without any preparation, capable to perform the same functions as larger 
UAV, and the servicemen do not need special skills [1-3]. The existing quickly launchable 
military mini UAVs require the certain preparation of personal, a special container for 
transportation and does not operate under any weather or environmental conditions. 
One of the solutions could be UAV launched by grenade launcher. The first attempts 
to use the grenade launchers or other firearms for the UAV launcher have already been 
completed [4, 5]. The Project “GURRCA” meets almost all the requirements of a military 
mini UAV in weight, size, rapidly launchable, semi-autonomous. In addition, it is not 
need the separate container for the delivery, the personal do no need special skills for the 
control and management, it is useable for reconnaissance and other combat assistance. 
Although there are similar technological developments, The GURRCA will feature a long 
duration descent system with a real time data transmission for the combat personal on 
ground assisted with a light weight On Screen Display (OSD) mounted to the primary 
launch system. This gives the GURRCA an added advantage in the current military 
needs, especially for counter terrorism operations which is of greater concern. With all 
the above configurations, The GURRCA is one of its kind and holds great significance 
in the modern Combat technological developments and peace for mankind. This system 
would be useful also in nonmilitary operations carried out by the police or firefighters

1	 * Corresponding author. Tel: +37063050081
E-mail address: sathvik30@gmail.com 
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Method of investigation. The project is faced with two challenges: 

•	 the availability of appropriate electronic equipment to resistant to vibrations 
and to high levels of acceleration (High-G);

•	 UAV landing method.

The first challenge is solving by choosing the appropriate elements and their 
composition (fig. 1).

The second challenge is solved by comparing the theoretical estimates of various 
landing methods (landing times). For this purpose, well-known formulas and methods 
suggested in the works [6, 7] were used. 

Investigation Results. GURRCA is a Grenade type UAV which would be a 40mm 
grenade and can be launched from a light gun (as an automatic rifle), with add on 
grenade launcher. The principle of launch would be same as the regular 40mm grenades 
but unlike the ones filled with explosive substance, this 40mm grenade would feature 
small electronic components including replaceable propulsion and slow descent 
system, AV camera, gyroscope, and replaceable components based on the combat 
requirements such as gathering intelligence.

At present, such work has been carried out:

•	 Proposed concept and initial requirements for such UAV;

•	 Carrie out evaluation of different landing methods and according it’s the 
landing method chosen;

•	 An elements composition scheme and a system operation algorithm are 
proposed.

According to theoretical comparison of different landing methods, a landing 
method with the propeller was chosen.

The UAV composition and operational algorithms are shown in Fig. 1 and Fig 2.:

      

Fig. 1. Basic Grenade UAV abstract composition                            
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Fig. 2. Basic UAV operational flowchart

Figure 1: The figure represents a simple composition of the planned Grenade UAV 
which will consist of electronic components and the co-axial rotor descent system

Figure 2: The figure 2 represents a typical UAV mission design and for the GURRCA 
project, the flowchart would be similar but will be based only for the reconnaissance 
system in the preliminary stages

Conclusions. At this stage of the project, such results are obtained:

•	 Various types of landing system are being analyzed such as Parachute descent, 
winged system, coaxial rotor system, single rotor descent system and Streamer 
descent system. It was noted that Coaxial rotor descent has long duration 
descent advantages.

•	 Suggested UAV composition allows to change the power supply and to have 
the opportunity to install additionally other micro sensors;

•	 Proposed algorithm that describes the operation of a UAV.

•	  Soon, we will continue to develop this project, focusing on the information 
transfer system.

  
Keywords: unmanned air vehicles; grenade launcher; explosive detection; quick 

launch; slow descent; replaceable;
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Introduction. The information and communication technologies (ICT) cause 
technological improvement of products, services and processes. ICT providing solutions 
for the business, society and for the countries development. The ICT importance in the 
energy management sector was emphasized by [1]. ICT for energy management systems 
and resource incorporation should be taken into consideration in order to increase the 
productivity and to sustain the resources used on daily bases. ICT surely will have an 
essential yet positive effect on energy production, direct and in indirect ways [2,3,4]. 

The various challenges are facing in the different countries, such as: aim to reduce the 
energy consumption, the aim to lower costs and carbon emission, the aim to replace the 
current fuel producing power plants to alternative fuel and sustainable energy resources; 
the aim to implement new technologies. Since most of the developing countries 
including Lebanon are facing problems with the energy sector, the problem raised 
in this article is to analyse information and communication technologies integration 
in the energy sector for ensuring the security and sustainability. The developmental 
approach must include all major technology breakthroughs in power sources, grids, 
energy storage, and ICT [5].  The results of the technological developments should 
focus on the productivity of the power sources, manage the distribution process 
and finally keep the system error and problem free. Social responsibility in addition 
to the political obligations appear to be the primary motivation for the futuristic 
developmental approach [6]. Then the governments should work to put all of the 
political problems aside and work together in order to achieve a policy that will lead to 
the implementation of the development of the energy sector. The social actors should 
also collaborate and put their efforts with the governments not only for supporting the 
process rather than to find applicable solutions and provide studies to choose the best 
option that might the governments choose for implementation. 

1	 * Corresponding author. Tel.: 370-699-699-71.
E-mail address: vida.davidaviciene@vgtu.lt
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The purpose of this article is to analyze possibilities to use ICT for securing Energy 
sector at Lebanon. 

Method of investigation. For reaching such methods as literature analysis, 
synthesis, survey and descriptive data analysis was employed. A survey was conducted 
by the authors in Lebanon (Beirut), during the fall of 2017. The aim of the research 
was to identify the Lebanese citizen’s awareness about renewable energy available and 
what causes slow implementation of new technologies in the energy sector. Sample 
size of 386 calculated taking 61.3 percent (age 15-65) of inhabitants from all 6 million 
populations with confidence level 95 percent, confidence interval 5. In total 200 
completed questionnaires were collected in Beirut.

Investigation Results. The solutions for the energy supply deficiencies vary, every 
solution can depend on the country geographical location and its’ nature. The key areas 
of innovation in the sustainable energy production include wind, solar, ocean power, 
distributed generation, and other renewable energy technologies [5]. The investments 
in the sustainable energy solutions can have a major impact on the development of 
the countries that are lacking the energy power supply, or still using the oil to produce 
energy [7,8,9]. Modern countries and cities are developed and managed basically 
taking into consideration the significance for sustainable development, several 
inventiveness have emphasized how ICT can be used to achieve cities’ powering targets 
by using effectively and efficiently the scarce sources of energy [10]. The sustainability 
in developing countries opens a statement about the possibility to improve the 
lives of the people living in these countries. Not to forget the financial, educational 
and psychological problems that are main factors facing these implementations. 
Information and communication technologies are the way of which we should use 
to successfully complete any sustainable development project, the main reason for 
that is communication is determining the world widely and rapidly. Once a specific 
information and communication technology (ICT) innovation has been decided on, it 
is usually in everyone ’ s interest to make it work as efficient as possible, and a crucial 
part of the knowledge concerning how to do so is usually dispersed among people 
working with the ICT innovation in their daily routine. 

Lebanon, since the war against Israel in the summer of 2006, is facing a catastrophic 
situation in the electricity provided by the Ministry of Electricity, because during the 
war, the major electrical power generator plants were destroyed. Lebanese government 
nor the municipalities are unable to fulfill their duties in implementing the renewable 
energy systems due to legal constraints and financial dependency. The two major 
financial resources for municipalities - the Independent Municipal Fund (IMF) and the 
local taxation - are not sufficient to promote community development and sustainability 
initiatives [11]. Forty years ago, Lebanon used to produce enough power to be able to 
export a part of it to Syria, the largest neighbor. Currently, Lebanon is barely able to cater 
for its national energy demands, there is hardly enough electricity to keep street lamps 
on at night. The governmental paralysis and the corruption affecting the developmental 
strategies in Lebanon has started since the civil war and it is continuing till present times. 

In a country where the gross national income per capita is $9,800, according to 
the latest World Bank estimates, the Lebanese families spent on average of $1,300 on 
electricity, around $900 on generators owned by locals in the neighborhoods during 
the year of 2016.
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The first factor was the Lebanese participants were unaware of the renewable 
energy supplies available in the market and the second factor was that the participants 
have hesitancy in having these new devices for many reasons. 

Research revealed that the majority of the respondents 52% are little aware of 
the solar energy technologies, this because the solar energy technologies entered the 
Lebanese market very recent, people in general are curious about anything new but 
they are afraid of trying this technology, the government is not helping the suppliers 
in doing enough marketing campaigns to attract customers, so ICT solutions for 
informational purposes could be helpful. 43% are very aware because we are living in 
a technological era where everything is available online, so these people tend to read 
and search about it to have more knowledge.

The second question was about the factors that preventing the customers to have 
the solar energy power systems at their places. The affordability came first, then the lack 
of awareness. The majority of the participants 43% can’t have solar energy technology 
at their homes because they can’t afford it, the prices of this technology is very high in 
Lebanon and the government is not helping that much in supporting the citizens to have 
solar energy at their homes. People are interested in the solar energy technology, 96% 
gave the acceptance for the solar energy technology if it was cheaper, more convenient, 
the suppliers and the government make intensive awareness campaigns about it and 
finally try to build the trust between the participants and the suppliers about the solar 
energy technology and how useful to install it at their homes.

From the above results we see that the Lebanese are willing to have a new innovative 
technology, that’s because the majority of the Lebanese society is composed of youth 
and educated people who are willing to invest money in an energy management system 
that will save their environment and their money on the long term and secure the 
households from electrical energy shortages. In order to evaluate the full consequence 
of implemented ICT solutions in the energy management systems, it is significant 
to take into consideration all the direct and the indirect transformations caused by 
this implementation, including the effect from the ICT solutions through the entire 
lifecycle. This can lead to the result of the importance of merging the ICT’s to the 
energy management system implementation with policy and planning procedures, to 
make sure that the efficiency and effectiveness gains actually lead to a reduced use of 
energy have also been proved.

There are many used prototypes to solve the energy management sector problems 
in the world, due to the bad economy factors, corruption and regional position, the 
Indian example can be implemented in Lebanon with some minor adjustments. In 
India the energy sector was facing a lot of problems, due to several factors that played a 
negative role in the innovation and in the development of the sector. Thus, Lebanon is 
facing a lot of these problems yet there is a good hope in doing developmental strategies 
to the energy management sector in Lebanon by using the Indian prototype. Recent 
studies showed that India is in the 13th position in using the renewable energy systems 
[12, 13,14] (Monforti et al. 2014; Hazarika et al. 2017; Zhang, Xuan 2017).

Conclusions. The ICT’s generally depend on innovation, and with the era of wireless 
communication and information sharing, the innovation management will play a 
major role in keeping the ICT’s on the right and correct track when it comes to monitor 
and control the energy management systems. When connecting the innovation to the 
information and communication technologies, a lot of positive results will be linked 
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to the success of the energy management sector, the positive aspects will be counted, 
such as, creation of innovative solutions for solving the electricity problems for the 
developing countries, connecting similar projects together to serve the need of the 
communities for electricity and finally empowering the citizens and the municipalities 
in adapting and creating new energy management projects and try to implement them 
on the national level with the help of the government and the help of the ministry of 
water and power supply. 

Nowadays, less than 10 percent of all of the energy used worldwide comes from 
renewable energy resources, so governments should have the ability to encourage 
the citizens to use these solution, provide support and educate the citizens about the 
positive aspects of using these solutions and involve ICT solutions for this purpose. 

Keywords: renewable energy, energy security, Information and communication 
technologies, ICT, Lebanese case.
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Introduction. Currently, the research has been carried out into the synthesis of new 
explosive materials aiming to couple high density with high energy. The detonation 
pressure approaching kilo bars (kbar), a specific impulse and/or enhanced stability, 
and insensitivity to such stimuli as impact, friction, and electrostatic discharge should 
also be considered [1]. Additionally, energetic materials could not be quite sensitive 
and hydrolytically unstable. Hence, the research is in progress worldwide searching for 
explosives with the combination of properties such as safety, reliability, stability, cost-
efficiency and eco-friendliness. For the synthesis of thermally stable explosives, nitro 
compounds have received special attention because of their ability to withstand high 
temperatures and the low pressures encountered in space environments [2]. 

We intend to present the results of our study on an investigation of the influence of 
nitro group and –CH3, -N3 and -Cl substituents on the thermal and chemical stability 
as well as the explosive performance of N-(3,5-dimethyl-2,4,6-trinitrophenyl)-1H-
1,2,4-triazol-3-amine (HEM-I). This study is performed to exhibit that the stability, 
explosive properties and resistance to accidental stimuli (thermal, impact, friction) of 
the explosive materials could be increased when the substitutions and their place in 
the molecule are properly selected. 

Method of investigation. The structure of the molecule and its fragments has 
been studied by the Becke’s three-parameter hybrid functional applying the non-local 
correlation provided by Lee, Yang, and Parr (B3LYP) [6], – a representative standard 
DFT method. 

The analysis of the thermal stability based on the comparison of the binding energy 
per atom was performed. The highest occupied molecular orbital (HOMO) and lowest 
unoccupied molecular orbital (LUMO) gap chemical hardness and softness were 
investigated to determine chemical stability. Detonation velocity and oxygen balance 
1	 * Corresponding author. Tel.: 370-6-89-12-133.
E-mail address: Jelena.Tamu.liene@tfai.vu.lt
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were investigated to compare explosive properties. 

Investigation Results. The results of our investigation show that the additional 
nitro groups increase resistance of the new explosive material to react with other 
materials and the explosive properties (strength detonation pressure and velocity), but 
decrease possibility to degradation, toxicity and thermal stability. We also found that 
only –NH2 substitution position in the core molecule is appropriate to achieve our 
aim both to increase the stability and improve explosive performances of HEM-I. The 
experimental measurement proves high thermal stability and resistance to stimuli of 
HEM-I. The theoretical and experimental investigations of the IR and UV spectra and 
structural and optical properties of HEM-I with various groups were investigated taking 
into consideration solvent influence. The results obtained indicated some difficulties to 
recognize the new materials by spectroscopic analysis. Thus, we suggested and checked 
theoretically and experimentally  the colour test of HEM-I recognition. 

Conclusions. The results of our investigations show us that the new material could 
be used as new unknown explosives. The new explosive materials could be recognized 
by colour test suggested by us.
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The main aim of the paper is description and explanation of societal security in Poland, 
especially scientific theory of societal security. Theoretical approach to societal security 
is not homogenous. Until the early 90s, societal security has not been considered 
in Poland as a part of national security disciplines. Owing to the fact that emerging 
societal unrest in the state are primarily public administration bodies responsibility, 
societal security may be studied in the field of internal security and therefore it can 
be associated with the tasks of public authorities, their competences and scope of 
activities within the state.

Nowadays societal security is represented in Polish national security system. It can 
be proved by records in Polish White Paper of National Security (pol. Biała Księga 
Bezpieczeństwa Narodowego), where societal needs are presented. What is more, 
state guarantees societal services for citizens. It is inextricably connected with state 
guardianship function. Societal security system is societal subsystem, supporting 
national security system.

Societal security can be divided into two dimensions: social security and 
psychosocial security. Social security refers to every form of state’s activities, 
orientated onto providing stabile economical situation citizens, ensuring equality and 
sustainability. Psychosocial security is more subjective, referring to own self-welfare 
and own security aims perception. The paper will discuss both dimensions of societal 
security in Poland, presenting available research data related to the subject.

Keywords: national security system in Poland, psychosocial security, societal 
security.
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Permanent increase of the role and significance of information is characteristic 
to modern civilization; it’s one of its features. Information resources are the most 
valuable tools on the capital and investment markets, but also are a great political 
weapon. Therefore, they are exposed to various types of threats. Threats to information 
security can be divided into threats resulting from: intentional, accidental, random and 
other actions, e.g. appointing persons without appropriate knowledge to responsible 
positions, poor knowledge of applicable laws or inconsistencies of law. Therefore, to 
maintain the stability of the state and give a sense of security to citizens, the most 
important task and duty of the government and its specialized services in this area is 
to protect them. It can be provided by a properly organized and efficiently functioning 
system that will guarantee restrictions on the access of people, especially to sensitive 
information, and their proper processing. For this reason, the system requires state-
specific precisely defined rules and norms to be legally enforceable.

The article describes nature of information security in Poland. By critical source 
analysis it introduces framework of Polish legal acts that guarantee information 
security. Polish legal system guarantees information security in various ways. One of 
them is Classified information protection Act (05/08/2010, Dz.U. 2010 nr 182 poz. 
1228). The article relates to four secrecy clauses and their impact on national security 
and protection of information. Requirements of information physical protection 
are discussion taking into account organization and requirements for infrastructure 
construction and accessibility. Security clearance is another element discussed in the 
article in relation to information security in Poland. Verification proceedings are also 
described and their impact on information security is discussed. In conclusion, Polish 
information protection system has various methods and instruments implemented for 
increasing information security. What is more, it still evolves, to rise to new challenges 
of contemporary world.

Keywords: information protection, information security, Polish information 
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Introduction. The article presents and analyses the current issues and latest trends 
of the definition of loyalty ot public servants and the problem of employers loyalty at 
Public Security Service of Lithuania. Autors reveals the indicators which influence 
and encourage the loyalty or organizational commitment while working in certain 
organization. It’s emphasized that the loyal employer is useful in any kind of organization, 
as it can easily increase the productivity at several work [1]. Meanwhile, organizational 
commitment is important to keep the membership of employers at certain organization 
and charge them by more relevant targets [2]. Job satisfaction appears as technical kind 
of value which provides the possibility to evaluate how the typical workplace matches 
with the targets which employers is charged to accomplish [3,4].

The authors found that loyalty, organizational commitment and job satisfaction 
are the indicators which are closely related and can be analyzed all at once at the same 
perspectives. When working conditions are being improved, the jobs satisfactions 
grows automatically also, organizational commitment increases as well, which provides 
the possibility to increase the career or be charged by more specific tasks. Committed 
employee is mentally and physically liable to increase the work productivity at the 
organization which influences loyalty [4].

Consequently, due to the complicated circumstances organization stands assured 
the loyal employees keep the membership at the organization until the hard times are 
over and the balance restored. The aim of work – analyse the employees’ loyalty at 
organizations, its impact and factors which influence loyalty. Investigate the problems 
and conditions of occurrence due to the process of research, the main targets have been 
formulated: 1) to examine the concept of loyalty and its impact; 2) identify and highlight 
key factors of importance of loyalty; 3) evaluate employee satisfaction with certain 
organization; 4) analyse the importance of employees’ organizational commitment.

________________
* Corresponding author. 
E-mail address: Vladas.Tumalavicius@lka.lt



129

Vladas Tumalavičiusa, Karolis Kriaučionis

Method of research. The authors applied general scientific methods of studying 
objective reality, peculiar to social sciences: systematic document analysis, meta-
analysis, structural-functional analysis, teleological, comparative, critical approach, 
generalisation and prediction. To complete the results and formulate conclusions of 
research questionnaire method has been used.

Results of research. As the result both male and female, are very similar and 
completely independent from the level of job satisfaction at Public Security service. 
However, when comparing the age-group commitment of officials, it becomes clear 
that the senior officials of the group continue to have a higher commitment than, for 
example, officers aged 18 to 25 years. Also, having a long record of work, the employees’ 
commitment to the organization arises. 

Conclusions. As a result in this research is emphasised that the higher the 
satisfaction of the officers with the work (both internal factors and external factors), 
the higher the normative commitment to work; the main guidelines of modernisation 
in this field are presented.
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Introduction. The scope of impact of EU integration on national governance structures 
is minimal. Member states need only to comply with standards of democratic 
governance, whereas the exact means how to achieve results remains specific to a 
member state. Prior to the Eurozone crisis, there was a belief that economic convergence 
would lead to institutional convergence among EU member-states and thus strengthen 
integration. However, the crisis has showed that the causal link might be the opposite – 
differences in how policy is implemented may lead to divergence between the member 
states, and those differences may act to impede integration. 

Uniformed services form the core of the coercive capacity of a sovereign state. On 
the one hand in EU these organizations need to be overseen by democratically elected 
civilian leaders, and act on the basis of the rule of law; on the other – the management 
of these services is highly contingent on national contexts. The impact of international 
best practices is patchy at best and local political consideration constantly risk trumping 
the adoption of such practices. 

The Lithuanian case is of particular interest in this context, as its civil, and 
uniformed service regulation and structure is highly complex, and does not correspond 
to the organizational structure, and even the constitutional division of power between 
branches of governments. A small state with a about 70.000 service-members has a 
structure of a dozen laws that regulate different aspects of different service. This 
internal fragmentation means that there is a diffusion of managerial practices even at 
the national level. We hypothesize that this lowers the capacity to perform the tasks 
presented to uniformed services.

Method of investigation. The constitutional models of checks and balances create 
additional costs to the operation of governments in both time and money, but they are 
expected to yield positive results from the point of view of decision sustainability and 
compliance to political intent and values. These models tend to separate regulation, 
oversight, and implementation elements. Further, the agencification process of 
governance in the past four decades has created new structures that implement narrowly 
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defined functions, and also have a large degree of autonomy from central government, 
e.g. regulation and competitive r&d (or similar) funding. Agencification and a complex 
checks and balances mechanism has created a system that duplicates a multitude of 
general functions in the uniformed services of Lithuania. We used regulation analysis 
to demonstrate these process, and identify points where complexity may be reduced in 
the management of uniformed services.

Investigation Results. Uniformed service in Lithuania develop along divergent 
paths, as all of them have separate regulations passed by the parliament. As such, it 
becomes difficult to coordinate or adopt best practices at the level of the institution due 
to various procedural inconsistencies. On the surface, this appears to be in-line with 
New Public Management ideology, but there is no evidence to support this notion. 
The fragmentation is more likely a result of low capacity of political leadership to 
manage large institutions, and fragmentations reduces the complexity of management 
from their standpoint, while shifting the burden to institutions themselves, creating 
complicated separation of functions and mutual oversight mechanisms.

Conclusions. We contend that national coherence of uniformed services is essential 
for Lithuania to achieve better governance outcomes. The categories of military, police, 
and corrections are sufficient to achieve all the regulatory goals of oversight among the 
uniformed services. We believe that sufficient oversight may be achieved by having 
no more than two institutions in each of these categories, which is not the case now. 
Meanwhile, such changes would lead to significant decision-making time and overhead 
cost savings.

Keywords: uniformed services, agencification, institutional fragmentation
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